A Point of View

Creating a Multidimensional IoT Architecture
for Connected Homes
Abstract
The Internet of Things (IoT) architecture currently proposed for connected homes is primarily focused on devices. While device to device
communication is essential, it is not the 'things' themselves that will determine the success or failure of the home IoT. It is equally important
to consider the context in which these home devices will operate.
This article discusses the need for a holistic IoT architecture for the connected home, centered on people, and their activities inside and
outside the home at any time of the day. A multidimensional architecture will be the key driver of value creation for the home IoT.

Catering to the Dynamic Needs of the Home Environment
In the paper 'Home Automation and the Internet of Things: Building a Profitable Business Model,'¹ we proposed that for a home IoT setup to
be successful, few key issues need to be effectively addressed: security, economy, and usability. A press release by Transparency Market
Research states: “The global home automation market stood at US$4.41 billion in 2013 and will rise to US$21.6 billion by 2020, growing at a
CAGR of 26.3%“² If the home IoT is to relieve home owners of this financial burden, whilst ensuring a lucrative return to service providers and
developers, the home IoT environment cannot consist of discrete devices with limited understanding; all components will need to interact in
a vibrant eco-system.
A typical home environment is not static; it consists of people moving around, inside and outside, using different areas and facilities,
interacting with each other on a near permanent basis. Therefore, the IoT architecture for the home must be structured around its primary
users — its inhabitants — rather than the devices used by them. A home IoT eco-system must encompass all the characteristics of its
occupants, and the devices they use, whilst allowing for seamless interaction and simplicity.
For a home IoT setup to be successful, the diverse, and at times conflicting, demands of all users (occupants of the house, in this case) need
to be effectively managed. For example, while one family member prefers heating on a higher temperature, another prefers low heating.
Similarly, even as one person plays loud music, the IoT setup should ensure it doesn't interfere with the experience of another person
watching television in an adjoining room. Various activities can also give rise to situations where the security of the house gets
compromised. Consider a scenario, where one occupant is asleep while another may still be outside the home. Instances like these will need
to be accounted for in the configuration of the automatic security alarm. In such a scenario, a security configuration, which can successfully
let a legitimate person into the house without triggering any alarms, is needed.
To effectively capture and manage such scenarios, the IoT architecture must enable devices to identify and align home dwellers with
different activities at any given time of the day. From this we can conclude that an effective IoT architecture model should ideally be based
on three key dimensions people, activities, and moments of the day, in conjunction with the primary drivers of security, economy, and
efficiency. Let's explore the three dimensions.

People: Meeting Unique Lifestyle Needs
Currently, conversations about IoT applications for the home are focused on the device, and how a device automatically responds when a
person is in its vicinity. Such discussions usually take a single person's lifestyle into account without considering that the home is inhabited
by multiple occupants with different lifestyles. The home IoT architecture should be strengthened by taking into account the tastes and
preferences of all possible inhabitants:
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Primary home dwellers: This includes parents or guardians. This group can be further divided into young adults or parents (of young or
older children) or empty nesters or senior citizens. Such categorization will ensure that the IoT architecture is flexible, and differentiates
its response based on the characteristics of the person interacting with it. For instance, the volume on the speech interaction device may
have to be louder and fonts used on graphical devices a little larger for senior citizens. If we consider parents of young children, a series
of sensors should be situated at the ground level to track the movements of infants. In addition, security features such as child locks at
the bottom of staircases can be enabled to lock automatically.
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Children of primary home dwellers: The age groups of the inhabitants of a home will determine their nature of interactions with the
devices. For instance, IoT applications should be configured in such a way that they can track the movements of toddlers to prevent
them from getting into danger, such as going into the kitchen unattended, but spare teenagers such strict surveillance. As teenagers
may demand more privacy and personal space, only their activity on computers and televisions may be controlled and even monitored.
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Friends and family: Home owners may not want all the facilities to be accessible when there are visitors in the house. For instance, the
children of friends and family may be faced with more constraints than those that have been placed on the regular occupants. Certain
rooms could be kept off limits for visitors, with door locks getting activated automatically. Gaming consoles and related devices may be
further restricted. Also, the temperature settings on central heating can be programmed to deviate from the norm when older visitors
are in the house. The ability to differentiate and reclassify interactions with its regular occupants in real time should be a key component
of the home IoT architecture.

Activities: Enabling and Controlling Multiple Activities
At a given time, the activities taking place inside and outside the home, are person-specific. During the day, activities such as watching
television, doing homework, listening to music, reading, cooking, playing games, and so on can take place separately or in tandem. Activities
outside the home include gardening, undertaking repair work, or simply relaxing. In terms of the IoT architecture, the challenge lies in
establishing combinations of allowable activities as well as desirable inclusive and mutually exclusive activities. The architecture should
enable multiple activities, control exclusive activities, while taking into account the dynamics of the people who are at home. Consider this
scenario: even as members of a household are heading home after school or work, the home IoT can scan the contents of the refrigerator,
and if required send out shopping lists to members. An effective home IoT takes into account the members' proximity to the appropriate
stores. When the last person has reached home, the evening meal which is being prepared in a controlled device would switch on to allow
the meal to be ready in five minutes. The television may be switched off during the meal, and soon after computers and gaming consoles are
disabled to allow time for homework. In order to enable this scenario, the IoT platform must be capable of dealing with a wide variety of
devices, home dwellers, and their behaviors, in real time.
n

Daily chores: Optimization of daily routines required to run a home is a significant opportunity for home IoT service providers. A specific
chore could preclude other activities. For example, automating vacuum cleaning would imply that there is no point carrying out other
activities such as listening to music or watching TV as the noise from the vacuum cleaner drowns out the TV and music speakers. Or,
automatic recording of TV programs can be activated, while the family eats dinner.
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Leisure activities: Even if leisure activities are non-conflicting the limited availability of resources could be a challenge. For example,
there is only one TV, and it is in use. Establishing rules among family members can be used to define a working environment for
sustaining household harmony. Further structures can be supported with a predefined set of activities. For instance, a parent may decide
to disable music and games until homework has been completed. The home IoT must, of course, support manual intervention and
function override.

Moments of the Day: Aligning with the Daily Routine
Within any home, there are defined routines in which the people involved might have different needs. The ability of the IoT architecture to
contextualize the time of day, and its requirements, creates a much stronger situational perspective. From waking up to sleeping, the needs
of the home environment change significantly throughout the day.
During sleep time, security is the primary need, irrespective of who is at home. Alarms as well as locks for windows and doors are the key
components. When the occupants are at work or school, the house is in a relatively dormant state with only security devices being fully
functional, and possibly, devices that monitor the temperature, trigger sprinklers in the garden, and so on. The house is highly 'active' only
during certain times of the day. Even during these active moments, interactions during breakfast could be different from those during
evenings. Various combinations of people and activities during weekends and holidays add another layer of complexity to the IoT
architecture.
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Understanding and Addressing the 'Living' Context
Mapping people, activities, and moments of the day is essential for creating a three-dimensional model of the home. The model provides a
'living' context, from which discrete or multi-faceted sub groups and relationships can be identified. The model also reiterates that a devicebased approach has severe limitations, irrespective of the discrete intelligence the device possesses. Whether a device is on, off, or streaming,
it is the governing architecture that uses the data to create tangible information. This is where home IoT can generate maximum value.
Consequently, this 'living' context can be super imposed on the room and devices. Each interaction area of the model can have its own set of
rules and scenarios to leverage information in the devices, and the architecture must be supported by a central hub. As new devices and
interactions are added to the home IoT environment, the 'living' context becomes the area of control and behavior determination.

Developing a Winning Home IoT Environment
The true value of home IoT will be realized when the entire ecosystem is designed around the inhabitants of the home. Good design and
focused human interaction are paramount to any IoT component. Without these elements, users will be left with a series of barely connected
devices, telling people what they already know. Security, economy, and efficiency requirements should also be designed and engineered
against the three-dimensional model to create highly usable and relevant solutions. The software development kit (SDK) provided with any
device must incorporate a full understanding of these architectural concepts, and support their integration with the environment, to provide
additional value.
Incorporating the 'living' context into service and product development can help solution designers and system developers clearly define
the utility of the IoT setup. This will in turn help them engineer IoT solutions that truly add value to make users' lives easier.
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