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ou’ll find a lot of data, correla�ons, answers, insights, and examples in this report. But the most 
important thing to take away from it all is some idea of where to start and what to do to be�er equip 
your enterprise with a risk and cybersecurity strategy that can deliver on the implied promise of a 
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• Chart a long-term strategy that aligns security 

technology and func�ons around both regulatory 
compliance and protec�ng the applica�ons, data, 
and infrastructure most cri�cal to the business.

• Take an integrated approach to governance and 
implementa�on of cybersecurity that makes it the 
responsibility of all func�onal and business units 
in the enterprise as well as third par�es and 
vendors involved with relevant processes.

• Consider crea�ng a board-level commi�ee 
charged specifically with cyber risk and security.

• Focus on cyber resilience because even the 
best-guarded organiza�on can become a vic�m of 
a malicious cyber breach.

• Embed security as a founda�onal layer in every 
aspect of the organiza�on.

• Make supply chain and partner ecosystem 
security a higher priority.

• Leverage the cloud and cloud services to enhance 
your security profile. And maintain cybersecurity 
vigilance and regulatory compliance by weaving 
established cybersecurity frameworks into cloud 
adop�on, including insight into third-party 
vendors’ compliance with cybersecurity controls.

• Coordinate the cybersecurity and risk func�ons 
closely.

business-aligned approach to the digital risks and threats of modern business. We recommend the following 
ac�ons, which you can read more about on page 24.
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espite years of investment in risk assessment and security tools, many chief informa�on security 
officers and chief risk officers feel worried or even overwhelmed about their ability to meet current 
and emerging cyber threats. 

Protec�ng their organiza�ons from a rising �de of cyber threats requires advanced technology. But just as 
important, it requires engaged leadership and strategically aligned stakeholders if an organiza�on is to fight 
off the most cri�cal developing threats and recover quickly from a�acks when they occur.

Those were among the top findings from a TCS 
study of more than 600 chief informa�on security 
officers (CISOs) and chief risk officers (CROs) 
conducted early in 2022 amid an unprecedented 
upsurge in increasingly sophis�cated cybera�acks 
from criminals, sovereign states, and other bad 
actors exploi�ng global socio-poli�cal and 
economic tensions. The survey respondents were 
drawn from North American, European, and 
UK-headquartered companies in four industries 
facing an unprecedented onslaught of cyber 
threats and increased risks, whether to business 
data, customer data, their opera�ons, trade 
secrets, or their supply chains: banking and 
financial services, manufacturing, u�li�es, and 
media and informa�on services.

Our survey, along with in-depth interviews with 
business and security leaders, shows the 
importance of processes, collabora�on, and 
awareness in aligning all stakeholders on the 
top-priority risks and the most effec�ve remedia�on 
tac�cs. This coordina�on must extend from the 
board to C-level execu�ves and business units down 
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• Companies where the board of directors and 
C-suite are proac�ve about its cyber strategy are 
more likely to see be�er-than-average revenue 
and profit growth and fewer problems recrui�ng 
and retaining advanced cyber skills.

• Financially successful companies are also more 
likely to regard cloud-based tools and pla�orms as 
more secure than on-premises data centers.

• While companies rightly see much promise for 
future revenues and produc�vity by par�cipa�ng 
in emerging digital ecosystems, most companies 
are too complacent about the risks and threats 
inherent in such exchanges of data.

• Recrui�ng and retaining top talent with the 
relevant skill sets to manage, engineer, and 
support cybersecurity technology is the number 
one challenge for cyber professionals today.

Essential takeaways

to func�onal organiza�ons such as technology, finance, and legal. Our findings uncovered that, above all, 
such efforts require real collabora�on between the CISO and CRO offices, as many of them have told us. 



Our study found 30% of CISOs and CROs coordinate their efforts several �mes a week and even daily. 
Another 42% confer weekly or at least several �mes a month. Perhaps more telling, collabora�on at least 
several �mes a week between CROs and CISOs is more likely to be found at the companies who lead their 
industry peers in revenue and profit growth; in our study, these are the companies we call “Pacese�ers.” 
Meanwhile, at a majority of the companies struggling to compete on such financial terms — “Followers” — 
coordina�on between the CISO team and the CRO func�on occurs no more o�en than “several �mes a 
month,” at most. Yet even here among the Followers, more than a quarter of CROs and CISOs say they work 
together daily or several �mes a week.

Beyond top-down alignment of business and security strategies, Pacese�er companies seem to enjoy other 
advantages over their Follower peers. For example, they’re experiencing less difficulty in recrui�ng or 
retaining top talent with cu�ng-edge cyber risk and security skills. And they’re more likely to be leveraging 
cloud pla�orms because they’ve discovered cloud-based infrastructures to be as or more secure than 
on-premises servers and tradi�onal data centers.

To unearth best prac�ces and gain an insight to 
some of the thinking of industry-leading 
companies and the execu�ves who work for 
them, we cross-tabulated many of our study 
findings against the financial success of these 
companies, dividing the 607 par�cipa�ng 
companies into “Pacese�ers,” “Followers,” and 
“all others.”

Pacese�ers reported growth in both revenue and 
profit from 2017 to 2021 that was higher than the 
average reported by all respondents in the same 
industry or, for those with at least 30 
respondents, the same subsector.

Followers, by contrast, reported lower than the 
same averages for both revenue and profit. For 
the companies that might have higher than 
average revenue growth, but lower than average 
profit increases — or vice versa — they fell into 
the “all others” camp. This way we can compare 
what financially successful companies do and 
how their execu�ves approach business and 
technology issues, and how that contrasts with 
the ac�ons and a�tudes of the companies 
struggling to compete in their industry.

Pacesetters & Followers

The study showed interes�ng correla�ons 
between the level of a�en�on that corporate 
boards of directors give to cyber risk and 
security issues compared against other measures 
of success, including financial. Two out of five 
corporate boards cover risk and cybersecurity 
issues at every mee�ng, or at every mee�ng of a 
commi�ee of the board. Other boards, however, 
only do so “periodically,” “occasionally, as 
necessary,” or even — in some cases — “almost 
never or never.” Yet our findings reveal that the 
more successful a company has been in growing 
both revenue and profitability, the more o�en its 
board probably engages on cyber issues. Going 
forward, all corporate boards will need to focus 
a�en�on on cyber risk and security, given the 
vulnerabili�es of, threats against, and a�acks on 
the emerging digital ecosystems of global 
business.

In short, our study showed that the challenges 
for CISOs and CROs are less about budgets and 
technology than they are about people-centric 
issues, such as board engagement, skills 
recruitment and reten�on, and confidence: 
confidence in the cloud, confidence in how 
integrated their cyber and business strategies 
are, and confidence in their ability to stay ahead 
of data thieves, digital terrorists, 
state-sponsored criminal ou�its, and — the 
greatest threat of all — complacency.
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As businesses struggle to protect themselves against a growing scale and variety of cyber threats, the TCS 
Thought Leadership Ins�tute conducted this study to understand:

We found two out of five boards include cyber risk and security on their agendas at every mee�ng, but 
almost one in five boards are mostly disengaged from the topic. Given the increasing regula�ons and 
repor�ng requirements around privacy and security, especially for exchange-listed corpora�ons, companies 
with publicly traded shares are more likely to have boards that focus on risk and cybersecurity at every 
mee�ng. (See Figure 1.) CISOs and CROs reported similar — if slightly less proac�ve — engagement from 
their fellow C-suite execu�ves.

What are board of directors and C-suite levels of engagement in preparing for and protecting 
companies from attacks and incursions by malicious actors?

Only six in ten CISOs and CROs have any confidence their firms can avoid a major cyber incident in the next 
three years. Another three in ten are “neutral/not sure” and one in 10 “increasingly less confident.” We 
found confidence was higher where the board is more involved in cyber risk and security. 

Significantly, about 30% of CISOs said they can only address the most pervasive kinds of threats, such as 
signature-based malware or denial of service a�acks. This leaves them vulnerable to more advanced and 
serious threats such as ransomware, web applica�on hacking, insider and privilege misuse, and
targeted intrusions. 

How strong is CISO and CRO confidence in their cybersecurity capabilities?

Security & the enterprise

Figure 1

40% 43% 13% 4%

44% 41% 12% 3%

30% 49% 15% 5%

TOTAL

Publicly traded

Privately held

Very regularly/every board mee�ng
Occasionally or as necessary

Periodically
Almost never or never

Corpora�on type, vs board's engagement on
cyber risk & security issues

n = 607; not shown:
"Don't know/can't say" about board discussion frequency



Figure 2

Cyber risk and security strategists say their board of directors most commonly charges them to: 1) improve 
visibility of cyber risks and ensure compliance to regulatory and industry requirements; 2) increase the 
company’s cybersecurity maturity and adopt emerging models such as “zero trust”; and 3) ensure cyber risks 
are holis�cally managed and mi�gated across their companies and partners (see Figure 2).

What are the top priorities for cyber defense and business resiliency?
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The low priority given specifically to focusing on the risks inherent in a company's (otherwise advantageous) 
par�cipa�on in digital ecosystems (#5) contrasts with findings in the TCS 2021 Global Leadership Study,1
which found that:

Yet in this study focused on risk and cybersecurity execu�ves, only 15% of respondents said focusing on 
these risks and collabora�ng with other ecosystem partners to iden�fy, monitor, and mi�gate them was the 
top priority for their board. This disconnect — between the high priority of digital ecosystems in conduc�ng 
global business and the lack of a�en�on paid to the risks accompanying those ecosystems — also showed up 
elsewhere in our study.

• 45% of companies today include digital ecosystems in their strategic planning; and 

• Execu�ves expect, on average, nearly half of their revenue to come from new industry ecosystems by 2025.

Cyber risk & security priori�es arising out of board-level discussions
n = 587; not included: “There have been no cyber risk or security priorities arising out of board discussions” (3%)

Improving visibility of cyber risks & ensuring compliance to regulatory & industry requirements

Increasing cybersecurity maturity of our company rela�ve to industry peers & adop�ng emerging 
models like “zero trust”

Ensuring cyber risks are holis�cally managed & mi�gated across our company & its larger ecosystem

Crea�ng & adop�ng a comprehensive cybersecurity governance model

Focusing on ecosystem risks & collabora�on for oversight, monitoring & mi�ga�on of those risks

Crea�ng a “resilience-by-design” culture & adop�ng such standards & controls

Rank

4

3

1

5

2

6

1TCS 2021 Global Leadership Study: www.tcs.com/perspec�ves/ceo

https://www.tcs.com/perspectives/ceo


Figure 3

CISOs and CROs agree that data the� is both the most likely and the most poten�ally damaging threat facing 
them today, followed by malicious damage (whether physical or digital), and ransomware. The top three 
challenges in figh�ng these threats were finding skilled security staff, changing work environments (such as 
work from home and bring-your-own-device), and assessing cyber risks and quan�fying their costs. And 
more than half of CISOs say their cyber tech is inadequate to the more advanced threats (see Figure 3). 

What are the threats on which CISOs and CROs are focused and the challenges they face?

1. Skill sets to manage, engineer, and support cybersecurity technology
2. Workforce changes/requirements (e.g., work from home, bring-your-own-device, etc.)
3. Assessing cyber risks and quan�fying relevant costs

Cyber executivesʼ top 3 challenges
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A majority of CISOs say they're unable to defend
against the most sophis�cated cyber threats

n = 306

46%

24%

30%

We are leveraging ar�ficial intelligence, 
automa�on & other advanced technologies to 
successfully combat the most sophis�cated threats

We are deploying the most advanced technology, 
but it isn’t adequate to addressing the threats

Our current state of readiness only allows us to 
address pervasive threats such as signature-based 
malwares, DOS a�acks & the like



Back in 2018, a survey of CIOs conducted by industry analyst firm IDG Communica�ons found that “nearly
60 percent believe apps that touch cri�cal data and systems must remain on-premises for security reasons.”2
A threshold seems to have been crossed, with now more than 60% of surveyed CISOs and CROs saying their 
companies have decided that the security of cloud pla�orms is at least as secure as — and over a third 
believe even more secure than — on-premises servers or tradi�onal data centers (see Figure 4). And the 
more successful a company is, the more likely they are to regard the cloud as the more secure op�on.

What impact has pervasive migration to cloud platforms had on their security posture?
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34%

28%

32%

6%

Most companies find cloud pla�orms as or more secure
compared to on-premises infrastructures

n = 607

Figure 4

We've determined cloud pla�orms present less cyber risk 
than on-premises servers or tradi�onal data centers and are 
planning accordingly

As far as we can tell, the cyber risks of cloud pla�orms 
present no more or less risk than the cyber risks inherent in 
on-premises servers or tradi�onal data centers

We've determined cloud pla�orms present more cyber risk 
than on-premises servers or tradi�onal data centers and are 
planning accordingly

We can’t come to an agreement about the cybersecurity 
risks of cloud pla�orms

2Enterprise CIO, “Why CIOs say the cloud isn’t replacing on-premises systems,” January 23, 2018:
www.enterprise-cio.com/news/2018/jan/23/why-cios-say-cloud-isnt-replacing-premises-systems/

https://www.enterprise-cio.com/news/2018/jan/23/why-cios-say-cloud-isnt-replacing-premises-systems/
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Top threats & priorities

ata the�, more sophis�cated hacker tac�cs, and the lack of skills to combat them will be the primary 
concerns for cyber risk and security strategists in the near term. CISOs are most concerned with 
criminal incursions based on methods of decep�on that, psychologically, people are likely to fall prey D

to. These methods are known as “social engineering” a�acks, which includes such techniques as crea�ng 
“watering holes” (hole, pretex�ng, whaling, etc.), a�acks leveraging AI/machine learning, and open-source 
exploita�on. (See Figure 5.) Defending against these will require robust iden�ty management for bots as well 
as people, leveraging high-quality security-as-a-service offerings, and the use of AI-aided tools to proac�vely 
detect and fight a�acks. 

Figure 5

Tac�cs which most concern CISOs when thinking about cybersecurity between now & 2025 
n = 306

8

Advanced social engineering a�acks (watering hole, pretex�ng, whaling, etc.)

A�acks leveraging AI/machine learning

Open-source exploita�on

Crime-as-a-Service

Over-the-air (wireless chip) exploits

Web cache poisoning

Botnets

Chatbots

Rank

4

7

3

1

5

2

6
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Figure 6

When asked which areas of the company CISOs and CROs expect to see the greatest number of cybera�acks, 
finance, customer databases, and research and development, were regarded as the top three. Similarly, in 
our own work with organiza�ons, we also found that cyber criminals are most likely to target processes that 
can generate them cash (such as payments and receipts), customers’ personal financial data, and a 
corpora�on’s intellectual property.

These same top three corporate func�ons (in the same ranking order) were validated by the
TCS 2021 Global Leadership Study3 of corporate strategy leaders, opera�ons vice presidents, and chief
opera�ng officers.

Corporate func�ons where CISOs & CROs expect to see the greatest 
number of cybera�acks between now & 2025      n = 607

8

Finance

Customer databases

R&D

Sales/ecommerce

Marke�ng

Manufacturing plants/produc�on/procurement

Human resources

Legal

Rank

4

7

3

1

5

2

6

Distribu�on/supply chain

Ecosystem partners

9

10

Similar to the findings regarding board priori�es 
(see Figure 2 earlier), the lack of concern for the 
digital ecosystem and its related domain, the 
distribu�on and supply chain — ranked tenth 
and ninth, respec�vely — is a cause for concern. 
Digital ecosystems may not yet warrant one of 
the top posi�ons, and many respondents may 
only be worrying about what happens to their 
ecosystem partners insofar as it eventually 
affects the other nine. It may signal a lack of 
regard for threats they don’t feel they have as 
much direct control over compared to the 
func�ons and offices they deal with regularly in 
their own companies. But given the 
interconnected nature of global business today, 
for only 15% of CISOs and 18% of CROs — or 

16% of the total sample — to name the digital 
ecosystem as a concern among likely targets 
suggests a blind spot in corporate cyber risk and 
security strategy today.

Priori�zing threats involves both the likelihood 
of a successful a�ack and its impact. The two 
biggest threats facing one US financial services 
firm, its CRO told us, are a loss of data and an 
a�ack that disrupted the business. “The first one 
is more likely but poten�ally less impact,” he 
says. “The second is less likely because of some 
of the controls we have. But if it does happen, 
it's going to have significant reputa�onal 
damage and poten�al financial impact.”

3TCS 2021 Global Leadership Study: www.tcs.com/perspec�ves/ceo

https://www.tcs.com/perspectives/ceo


Tools, challenges & plans

Figure 7

To fight data the�, data protec�on and privacy tools are the primary defenses CISOs intend to deploy. Those 
are followed by cloud security management, and the emerging suite of more advanced defenses such as 
decentralized iden�ty and 5G security solu�ons.

The more financially successful companies are also placing a premium on iden�ty management, ranking it 
second in importance. Less successful companies ranked it seventh. (See Figure 7).

Where CISOs expect to priori�ze their informa�on security budget 
between now & 2025 n = 306

8

Data protec�on & privacy

Cloud security management

Emerging security technologies (such as decentralized iden�ty, 5G security, etc.)

Threat management (including ransomware protec�on)

Iden�ty management

Managed detec�on & response

Governance, risk & compliance

Vulnerability remedia�on automa�on

Rank Pacese�ers Followers

4

7

3

1

5

2

6

Advisory consul�ng

Opera�ng technology (OT) security

9

10

7

5

8

1

2

3

4

9

10

7

3

6

4

2

7

1

5

10

9

6
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Figure 8

The challenges to implemen�ng cybersecurity and risk mi�ga�on tend to be more tac�cal than technical:
a lack of skilled personnel, a changing work environment, and difficulty in assessing security risks and 
quan�fying their costs are considered the biggest obstacles to improving security by CISOs and CROs
(see Figure 8).

The greatest challenges to cybersecurity & risk mi�ga�on ini�a�ves 
according to CROs & CISOs    n = 607

8

Skill sets to manage, engineer & support cybersecurity technology

Workforce changes/requirements (e.g., work from home, bring-your-own-device, etc.)

Assessing cyber risks & quan�fying relevant costs

Reliance on legacy IT systems

Accumulated complexity of our own business processes & opera�ons

Difficulty in demonstra�ng return on cybersecurity investments

Lack of collabora�on across enterprise units (business, IT & security)

Lack of diversity (including of thought & experience) in staff assessing cyber risks & threats

Rank

4

7

3

1

5

2

6

12

Difficulty in manda�ng that our current vendors adopt advanced technologies & policies

Budget constraints

Compe�ng interests for the board or senior leadership

Outdated, siloed & non-integrated security tools

11

9

10

Across banking and financial services, u�li�es, and media and informa�on services, CISOs consistently ranked 
enhancing security governance and risk management (e.g., assessing the security posture of the company, 
defining controls and standards, etc.) as their top priority; in manufacturing, CISOs ranked it third, �ed with 
acquiring or developing security talent, which also ranked third among all respondents (see Figure 9).

The US Na�onal Ins�tute of Standards and Technology defines cyber resiliency as “the ability to an�cipate, 
withstand, recover from, and adapt to adverse condi�ons, stresses, a�acks, or compromises on systems that 
use or are enabled by cyber resources.” For CROs, this means understanding their highest concentra�ons of 
risk, whether in informa�on assets, suppliers, geographies, or other such elements; integra�ng the 
company’s cyber and business strategies; and iden�fying the most cri�cal, but o�en li�le known, opera�ons 
that support their core business (see Figure 10).

Cyber leadership & alignment
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Figure 11

Figure 9

Figure 10

One encouraging sign is that CISOs and CROs largely share top priori�es. They include security governance, 
risk concentra�on and management, and the integra�on of cyber and business strategies. 

As well as having similar priori�es, 
CISOs and CROs believe they are 
successfully coordina�ng their work. In 
fact, over half (51%) say they confer 
with their counterparts at least weekly; 
1 out of 8 do so daily. And the more 
financially successful the company, the 
more likely CISOs and CROs are to 
collaborate frequently (see Figure 11).

CRO cyber resiliency priori�es    n = 301

Understanding concentra�on risk

Integra�on of cyber & business 
strategies

Iden�fica�on of cri�cal opera�ons 
for core business lines

Iden�fica�on & clear ownership of 
digital assets

Plans for business 
con�nuity/disaster recovery

Measurements of resilience

Partnerships with industry groups, 
government agencies

Fostering an organiza�onal culture 
of resiliency

Rank

1

2

3

4

5

6

7

8

CISO work priori�es    n = 306

Enhancing security governance & 
risk management

Establishing a more robust 
cybersecurity strategy

Security talent acquisi�on & 
development

Strengthening enterprise-wide 
cyber hygiene 

Enterprise-wide employee 
awareness & training

Implemen�ng models like “zero 
trust”/perimeterless security

Execu�ve/board mandates on 
cybersecurity risks

Regulatory or industry compliance 
mandates

Managing ecosystem & supply 
chain risks

Outsourcing our security opera�ons

Rank

1

2

3

4

5

6

7

8

9

10

Frequency of collabora�on & coordina�on
between CISOs & CROs

n = 607

37%

33%

27%

41%

40%

43%

21%

23%

27%

1%

4%

4%

Pacese�ers

All others

Followers

Daily/several �mes a week

Monthly/quarterly

Weekly/several �mes a month

Rarely/never
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The CISO at a UK-based financial services firm told us he meets daily with his CRO counterpart, who he sees 
as an “absolutely cri�cal stakeholder.” He envisions himself as the first line of cybersecurity defense, with the 
CRO “the second line.” Over �me, he sees these two “lines of defense” overlapping, resul�ng in more and 
closer collabora�on.

Some�mes the issue is not collabora�on between CISOs and CROs but among CISOs in various business 
units. At one large US u�lity holding company, the CRO wanted help consolida�ng cybersecurity func�ons 
across its main organiza�on and opera�ng companies. A third-party review found the CISO of each holding 
company was opera�ng independently not just of the corporate CISO’s team, but from the CISOs in other 
business units. This lack of coordina�on resulted in duplicate spending for common projects, an inability to 
adopt lessons learned, inadequate security and risk mi�ga�on training for employees, widespread non-com-
pliance with control measures, and, ul�mately, a cyber breach. Consolida�ng CISO governance helped in the 
short term, but the company s�ll faces challenges in funding addi�onal projects, training and awareness, and 
in making the organiza�onal changes required to improve alignment among CISOs.

“I meet with my CISO all the �me — two or three �mes a week at least,” says the CRO of a US-based financial 
services firm. For each current or poten�al threat, they assess “is the risk going from green to amber to red? 
And if it's red, what sort of ac�ons do we need to take and how are we progressing on the ac�ons?”

They also review their response to successful or “near miss” a�acks, with the CRO doing a root cause analysis 
of the failure and lessons learned for sharing with the corporate board and risk commi�ee. He sees his role 
as “independently kicking the �res and tes�ng and challenging” the security technology and processes 
suggested by the CISO to assure they fit the company’s acceptable levels of risk.

In some cases, he says, he will lobby for more and faster security spending to counter fast-changing threats. 
“I would push the board and the CISO to say, ‘Maybe [the defense against a current threat] needs higher 
spend to solve the problems now,’ because who knows what we'll be tackling 12 months from now," he says.

One example of such collabora�on is data 
privacy, which requires �ght integra�on 
between the data protec�on technology and 
processes executed by the CISO and the legal 
and regulatory understanding of the CRO. The 
CRO staff oversees “the collec�on of data, the 
fair processing of it, the sort of informa�on 
governance aspect of it. I make sure that the 
custodian and owner are really doing their job in 
terms of access rights, that data loss preven�on 
is working and tuned around the kind of data 
that we're most worried about,” says the CISO.

The two teams meet monthly to discuss issues 
such as the business’ data needs and any 
security events in a combina�on of objec�ve 
reports and “a collabora�ve discussion-based 
aspect,” he says. 

“I would push the board and the 
CISO to say, ‘Maybe [the defense 
against a current threat] needs 
higher spend to solve the 
problems now,’ because who 
knows what we'll be tackling 12 
months from now.”

—CRO, US-based financial services firm



Master Report  |  TCS Risk & Cybersecurity Study

Figure 12

Board & business unit engagement
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s the ul�mate decision makers and allocators of budget, boards of directors play an essen�al role in 
ensuring a proper focus on security. Our survey found mixed results about their engagement in 
security. Although 40% of boards discuss cyber risk and security issues very regularly, at every 

mee�ng or every mee�ng of a commi�ee of the board, another 43% do so with some regularity, but only 
periodically, rather than proac�vely. And 1 in 6 boards address security occasionally or even never (See 
Figure 12).

A
In the last 12 months, how o�en has your company’s board of 

directors (or a commi�ee of the board) discussed cyber risk & security 
issues as an agenda item or in depth? 

1%

40%

43%

13%

4%

Very regularly or in every board mee�ng

Regularly at periodic intervals

Occasionally or as necessary

Almost never or never

Don’t know/can’t say

n = 607

16
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Figure 13

The CISO at a UK-based financial services firm says he briefs his board on security issues more frequently and 
longer than in years past, as more tech-savvy members join the board and members who sit on other boards 
bring their experience of security breaches at those firms. 

In communica�ng with the board, he uses “a very formal, fact-based objec�ve set of measures that turn the 
words in a risk appe�te statement into numbers that can be measured by technical people,” such as the IT 
organiza�on’s success at patching applica�ons or limi�ng successful phishing a�acks. “Then we hold people 
accountable for achieving those targets in public. And generally, that drives the behaviors we need,” he 
explained.

He also combines “theore�cal paper-based, KPI (key performance indicator)-driven mathema�cal analyses of 
risk with a descrip�on of ‘here's what happened the last �me we paid someone to hack us.’ And that brings 
it to life … [and] gets the heart rate moving.”

The CRO for a US financial services firm has seen his board’s awareness of cyber threats increase drama�cal-
ly. “They're extremely engaged on that topic. Five or seven years ago, it was a conversa�on on ‘What does it 
really mean? Is this really our problem? Can this happen here?’ Today, the conversa�on is, ‘Of course, it can 
happen here.’” 

Our research also showed Pacese�er firms’ boards are the most engaged on the issues of cyber risk and 
security (see Figure 13).

Very regularly or in every board mee�ng

Regularly at periodic intervals (e.g., every other or every third mee�ng)

Occasionally or as necessary

Almost never or never

Don’t know/can’t say

Pacese�ers

Followers 1%

44% 46% 5% 5%

All Others 42% 41% 14% 3%

36% 44% 14% 4%

In the last 12 months, how o�en has your company’s board of directors (or a commi�ee of the 
board) discussed cyber risk & security issues as an agenda item or in depth?  

n = 607
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Figure 14

However, C-level execu�ves and business unit leaders o�en put less of a priority on security, with one in five 
only engaging with cybersecurity a�er a breach or other a�ack has materially affected the business, our 
study found. Another third only address cybersecurity issues when it’s brought to their a�en�on, respon-
dents noted.

How much a�en�on is given to cyber risks & security issues by your 
firm's business unit leaders & its C-level execu�ves?

n = 607

42%

18%

33%

7%
Our firm’s C-suite & business unit execu�ves ac�vely & 
frequently discuss our cyber risks & security

Our firm’s C-suite & business unit execu�ves discuss 
cyber risks & security, but usually only when cyber 
threats are brought to their a�en�on

Our firm’s C-suite & business unit execu�ves discuss 
cyber risks & security only when a cybera�ack hurts 
our business

Our firm’s C-suite & business unit execu�ves have 
hardly addressed cyber risk & security

This disconnect between the board and C-level 
execu�ves “is a really, really hot point,” said the 
CISO at a UK-based financial services firm. “I 
don’t know any CISO that’s fully overcome it.” 
Misalignment is o�en caused by a security team 
that wants to ensure every business func�on is 
secure and business unit heads that want to 
bring new products or business models to 
market quickly. When compromises must be 
made between security and speed, he added, 
how much of that decision “belongs to the CEO? 
How much of it belongs to the CTO? How much 
of it belongs to me?”

That can also lead to fric�on between CIOs and 
CISOs, the CISO for a US-based financial services 
firm says. CIOs, he noted, “want fast delivery, 
cheap delivery, low-opera�ng cost from a 
technology perspec�ve. They do want to have 
good security, but that comes second to having 
fast delivery, low cost, and quick implementa-
�on. So, the reality is the CIO and the CISO o�en 
find themselves at loggerheads.” 

The CISO at a US-based media firm told us he’s 
seen increased a�en�on to security from 
business unit heads a�er they’ve gone through 
tabletop security exercises and seen their 
counterparts in other organiza�ons suffer 
security breaches.
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Figure 15

Cloud platform security

s the hyperscale cloud providers — Amazon Web Services, Microso� Azure, Google Cloud Pla�orm, 
Alibaba AliCloud, and others — have improved their security and as more companies in every 
industry have moved their applica�ons and data to the public cloud, businesses are becoming more 

comfortable with the security that cloud pla�orms offer. A majority of CISOs and CROs we surveyed (62%) 
said their companies now believe cloud pla�orms offer as good as or be�er security than on-premises 
servers and tradi�onal data centers (see Figure 4 earlier). Yet about one-third of respondents — especially 
those who told us they were most concerned with data protec�on over data privacy — s�ll believe the cloud 
is riskier than on-premises systems.

The trend, however, is clear: major cloud providers’ business depends on securing their customer’s 
opera�ons and they have the resources to boost the security of their services. As the IT industry moves to 
more cloud-based infrastructures, whether in whole or as hybrid arrangements with more tradi�onal data 
centers, cloud pla�orms and cloud-based services will increasingly provide as good as or be�er security than 
in-house data centers. That seems to be reflected in our study data by the fact that the more successful a 
company is (see Figure 15) and the more confident its execu�ves feel about its posture toward both internal 
cyber risks and external hacker threats (see Figure 16), the more likely the company is to trust its data and 
processes to the cloud.

A

We've determined cloud pla�orms present less cyber risk than on-premises servers 
or tradi�onal data centers

As far as we can tell, the cyber risks of cloud pla�orms present no more or less risk 
than the cyber risks inherent in on-premises servers or tradi�onal data centers

We've determined cloud pla�orms present more cyber risk than on-premises 
servers or tradi�onal data centers

We can’t come to an agreement about the cybersecurity risks of cloud pla�orms

Pacese�ers

Followers

44% 27% 25% 4%

All others 38% 25% 31% 6%

27% 31% 36% 6%

Enterprise a�tudes toward cloud pla�orms
n = 607
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Figure 16

We have external/internal risks & threats well in hand

Our ability to handle external/internal risk & threats is typical for our industry

External/internal risks & threats outstrip our defenses, policies and controls

Percep�ons of external/internal risks & threats, vs enterprise a�tudes 
toward cloud pla�orms

n = 607
not shown: can't come to an agreement about cybersecurity risk of cloud platforms

Cloud pla�orms present less cyber risk
than on-premises servers/data centers

Cloud pla�orms present no more or less cyber 
risk than on-premises servers/data centers

Cloud pla�orms present more cyber risk 
than on-premises servers/data centers

41% 34% 25%

34% 38% 29%

29% 39% 32%

Companies choosing to host their data 
on-premises may o�en be limited to older 
security solu�ons and tac�cs rather than the 
state-of-the-art cybersecurity available in cloud 
pla�orms — a risky posi�on as cyber defense 
develops further and faster into an arms race.

Even organiza�ons that, for regulatory and other 
reasons, choose to keep some applica�ons and 
data in-house can use cloud-based security 
services to leverage the latest security 
technology and tac�cs. This assumes, however, 
that they iden�fy and priori�ze protec�on of 
their most cri�cal data and compu�ng resources 
with the most current capabili�es, such as 
encryp�on on the fly and zero-trust security, 
regardless of where their data is stored. 

One risk is not the applica�ons that move to the 
cloud, but those older vulnerable applica�ons 
that never make it as planned, said the CISO for 
a US-based financial services company. Known 

vulnerabili�es in the legacy system aren’t always 
fixed, he explained, because that work would be 
thrown away when “applica�on XYZ [migrates] to 
the cloud in six months.” A year and a half later, 
the same app is s�ll running on legacy, 
on-premises hardware with the same 
vulnerabili�es. “That situa�on happens 1,000 
�mes a day across corporate America and the 
world. And it’s a challenge because those are the 
exact applica�ons and entry points that are 
ge�ng hit by the bad guys.” 

Finally, the CISO for the UK-based financial 
services firm noted that any applica�on or 
database on the cloud must be correctly 
configured if it is to be secure. “[We] see so many 
cloud breaches that are a result of 
misconfigura�ons. And those misconfigura�ons 
are not necessarily because people didn't 
understand the technical [aspects]. They just 
haven't thought about what they needed 
properly. And that requires in-house knowledge.”



In fact, two-thirds (67%) of CISOs 
and nearly half (47%) of CROs 
saw a budget increase last year 
(see Figure 17). Of those that saw 
an increase, CISO departments 
averaged an es�mated4  18% 
budget increase over the 
previous year; CRO departments 
averaged an es�mated 13% 
budget increase. (The average 
es�mated decrease for each was 
around 10%.)

Paying for the right capabili�es is less of a problem than finding and keeping the right skills to make the best 
use of those capabili�es. A lack of security skills was cited as a top challenge for most respondents. And 
indeed, more than 4 in 10 respondents said they had difficulty this past year either recrui�ng top talent with 
cyber risk and security skills, difficulty retaining talent with those skills, or both (see Figure 18). While this 
has been an issue across the IT industry in the last couple of years, cybersecurity skills are especially in 
demand. One es�mate5 for the US labor market says that cybersecurity roles will sit unfilled 21% longer than 
do other IT jobs. 

eeping abreast of the most advanced tac�cs of cyber criminals is less cost-related and more about 
spending the available budget wisely. In fact, our study found that budget constraints rank low — 
tenth out of 12 choices — on the list of obstacles to effec�ve cybersecurity and risk mi�ga�on 

ini�a�ves (see Figure 8 earlier). And only 8% of respondents cite it as the primary obstacle. Difficulty in 
demonstra�ng a return on the investment in cyber risk and security capabili�es ranks only sixth. Similarly, 
the con�nued use of outdated, siloed, and non-integrated security tools — o�en a budget-related issue, 
when it arises — is also not generally a major obstacle, ranking last. 
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K

Increased 
budget

67%

47%

Decreased 
budget

9%

16%

Budgets that changed from last year to this

CISOs CROs

n = 607, not shown: “no change”; “can’t or prefer not to answer” 

Figure 17

4Es�mates based on average of reported range midpoints.
5CyberSeek, April 2022: www.cyberseek.org

https://cyberseek.org


While there is no single solu�on to the staffing challenge, our report shows that the more frequently the 
board engages in risk and cybersecurity (see Figure 19), the more proac�vely the C-suite engages on it (see 
Figure 20), and the more open to cloud compu�ng the company is (see Figure 21), the more successful the 
company is in finding and holding onto their top talent with cyber risk and security skills.

We have not had a difficult �me doing so this past year

We have had a difficult �me doing so this past year

We have not had a difficult �me doing so this past year

We have had a difficult �me doing so this past year

Recrui�ng & retaining needed cyber skills
n = 607

Recrui�ng top talent with 
cyber risk & security skills

Retaining top talent with 
cyber risk & security skills

56% 44%

58% 42%
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61%

55%

47%

42%

39%

45%

53%

58%

63%

59%

49%

33%

38%

41%

51%

67%

Recrui�ng talent Retaining talent
Our board focuses on cyber 

risk & security very regularly

Our board focuses on cyber 
risk & security periodically

Our board focuses on cyber risk & 
security occasionally/as necessary

Our board focuses on cyber risk & 
security almost never or never

Board engagement on cyber risk & security, vs challenge
in recrui�ng & retaining top talent with cyber skills

n = 607; not shown: "Don't know/can't say" about board discussion frequency

Figure 18

Figure 19
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We have not had a difficult �me recrui�ng/retaining top talent with cyber skills

We have had a difficult �me recrui�ng/retaining top talent with cyber skills

We have not had a difficult �me recrui�ng/retaining top talent with cyber skills

We have had a difficult �me recrui�ng/retaining top talent with cyber skills

64%

58%

48%

41%

36%

42%

52%

59%

Our firm’s C-suite & business unit execu�ves ac�vely & 
frequently discuss our cyber risks & security

Our firm’s C-suite & business unit execu�ves discuss cyber 
risks & security only when a cybera�ack hurts our business

Our firm’s C-suite & business unit execu�ves
have hardly addressed cyber risk & security

Our firm’s C-suite & business unit execu�ves discuss
cyber risks & security, but usually only when cyber

threats are brought to their a�en�on

C-suite & business unit engagement on cyber risk & security,
vs challenge in recrui�ng & retaining top talent with cyber skills

n = 607; combined "recruiting" & "retention" answers

59%

59%

54%

41%

41%

46%

Cloud pla�orms present less cyber risk than
on-premises servers or tradi�onal data centers

The cyber risks of cloud pla�orms present no more
or less risk than the cyber risks inherent in on-premises

servers or tradi�onal data centers

Cloud pla�orms present more cyber risk than
on-premises servers or tradi�onal data centers

Embrace of cloud pla�orms, vs challenge in recrui�ng &
retaining top talent with cyber skills

n = 607; combined "recruiting" & "retention" answers;
not shown: "We can't come to an agreement on cloud"

Figure 20

Figure 21



Chart a long-term strategy that aligns security technology and func�ons around both regulatory 
compliance and protec�ng the applica�ons, data, and infrastructure most cri�cal to the business.

Educate top management about the damage security breaches can cause through financial loss, damage to 
company and brand reputa�on, and the loss of company data. Supplement sta�s�cs and hypothe�cal 
scenarios with real-world examples and the results of penetra�on tests. 

Take an integrated approach to governance and implementa�on of cybersecurity that makes it 
the responsibility of all func�onal and business units in the enterprise as well as third par�es and 
vendors involved with relevant processes.

Build on the knowledge and experience of staff in 
business lines to iden�fy and implement steps 
needed to bring cybersecurity controls in line with 
�me-tested security frameworks and keep the 
enterprise opera�ng without interrup�on.

For example, a�er a data breach a global biotech 
firm realized the need for increased focus by senior 
managers and increased collabora�on among 
business units. Mul�ple assessments by external vendors showed the need to increase responsibility of 
mul�ple business units for cybersecurity func�ons, as well as to increase collabora�on among them and 
sharpen the focus by senior management on the responsibili�es of groups including IT, informa�on security, 
enterprise risk management, HR, finance, legal, and compliance. The increased focus by the board led to 
annual assessments and a notable improvement in how well the company aligned its spending to reducing 
cyber risk.  

Consider crea�ng a board-level commi�ee charged specifically with cyber risk and security.

This takes pressure off audit commi�ees that o�en have far too many other responsibili�es to give regular 
and sustained a�en�on to rapidly evolving cyber threats. In addi�on to strong business opera�ons 
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he findings from this study and TCS’ work with companies worldwide suggest some 
recommenda�ons as best prac�ces for enterprises today.T

The CISO at a US-based media firm told us he’s 
seen increased a�en�on to security from 
business unit heads a�er they’ve gone 
through tabletop security exercises and seen 
their counterparts in other organiza�ons 
suffer security breaches.



backgrounds, the members of this new Cyber Risk and Security commi�ee should have a strong familiarity 
with the enterprise IT landscape either as providers, prac��oners, or customers of advanced technology. At 
the very least, update the board regularly and frequently on cyber risks and mi�ga�on efforts. When 
upda�ng the full board, each C-suite and business unit should include the cyber risk and security implica�ons 
of any planned ac�vi�es, indica�ng their alignment with corporate-wide cybersecurity ini�a�ves and 
strategy. 

A�en�on to security from regulators and even investors is driving increased board engagement on the issues 
of cyber risk and security. Following the invasion of Ukraine, for example, the US Department of Homeland 
Security advised boards of directors to improve their internal oversight and coordina�on of cybersecurity 
ac�vi�es.6 Among its recommenda�ons were that CISOs be empowered to act across the organiza�on and 
that boards and senior managers par�cipate in tests of cyber response plans, focusing their enterprises on 
resiliency and understanding their companies’ plans for worst-case scenarios. 

Less than two weeks later, the US Securi�es and Exchange Commission proposed new rules7 requiring 
publicly traded companies to provide more informa�on about their security posture in regulatory filings. 
These include disclosure about the board’s oversight of cybersecurity risk, management’s role in assessing 
and managing such risk, management’s cybersecurity exper�se, its role in implemen�ng cybersecurity 
policies, procedures, and strategies, and whether and what exper�se board members have in cybersecurity. 

Focus on cyber resilience because even the best-guarded organiza�on can become a vic�m of a 
malicious cyber breach.

A serious effort to enhance cyber resilience should include establishing a program dedicated to this 
important goal and led by an individual whose ideal background would be a combina�on of both informa�on 
technology and business experience. This person would be explicitly supported by senior leadership and 
work in partnership with business execu�ves, with authority to examine current cyber processes, systems, 
and data in the various IT and business units and advocate resiliency improvements. He or she would 
func�on as the cyber resiliency champion for the organiza�on and should drive for�fica�on of core business 
processes in order to build resilience against cyber threats.

The CROs we polled said their top resiliency priori�es are understanding where risk is most concentrated, 
integra�ng their cyber defense and business strategies, and iden�fying the cri�cal opera�ons in core lines of 
business.

Because it’s so difficult to accurately predict the likelihood of a successful a�ack, “I’ve been advising our 
execu�ve team and the board that we need to focus on the impact” and how to alleviate it, says the CISO at 
a US water u�lity.

“We sit down with our business owners and the folks that run the opera�ons and say, `What would your 
worst day look like?’” and then they iden�fy the types of cybera�acks that could cause them. The team then 
gives the board examples, such as: “A major ransomware event can cost up to two weeks downturn on our 
opera�ons. This is the amount of [bo�led] water we would have to deliver when our system is not available, 
and this is the impact to our customer." For each cri�cal business process, he then works with the business 
owners to understand what it would take to meet its recovery �me objec�ve — that is, the target period it 
takes to restore a business service. 
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6Cybersecurity & Infrastructure Security Agency, memo to members of the Na�onal Associa�on of Corporate Directors, February 25, 2022: 
www.nacdonline.org/files/CISANote.pdf 
7Securi�es and Exchange Commission, “Cybersecurity Risk Management, Strategy, Governance, and Incident Disclosure,” March 23, 2022: 
www.federalregister.gov/documents/2022/03/23/2022-05480/cybersecurity-risk-management-strategy-governance-and-incident-disclosure

https://www.nacdonline.org/files/CISANote.pdf
https://www.federalregister.gov/documents/2022/03/23/2022-05480/cybersecurity-risk-management-strategy-governance-and-incident-disclosure


Embed security as a founda�onal layer in every aspect of the organiza�on.

From ini�al planning to end-of-life cycle, boardrooms to far-flung third-party partners, security must be 
embedded within every aspect of an organiza�on, or the enterprise will, by defini�on, remain unsecured. 
Treat security measures as a cri�cal element of design and opera�ons at the founda�onal layer, and deeply 
embed it within the company culture. 

One example is extending more advanced security methods such as mul�factor authen�ca�on that combines 
a user’s iden�ty, a device they have (such as a smartphone), and something they know, such as a password, 
to even consumer-facing applica�ons, where appropriate.

Another example of “built-in” security is security and privacy controls that move with data as it is transferred 
across internal and external security boundaries, using encryp�on, hashing, aggrega�on, and other best 
prac�ces. 

Business today runs on data, and development and maintenance of the code that uses that data should have 
cybersecurity integrated into the life cycle of all IT projects. Commonly referred to as “DevSecOps” (for 
“development, security, and opera�ons"), such environments integrate security end-to-end in the life cycle of 
digital work, rather than “bol�ng it on” a�er the fact. Automa�ng the inclusion of applica�on security as part 
of a normal Agile development framework makes the product, service, or process more likely to be 
successful and to receive buy-in from stakeholders.

Make supply chain and partner ecosystem security a higher priority.

Maintain open, regular channels of communica�on and collabora�on about security with partners, suppliers, 
vendors, and distributors. Boards of directors, CISOs, and CROs — across several measures — are not yet 
focusing as strongly as they should on the ecosystem risks or on collabora�on for oversight, monitoring, and 
mi�ga�on of those risks. For example, enterprise so�ware today leverages huge libraries of APIs (applica�on 
programming interfaces), which passes data from one applica�on to another, o�en — although certainly not 
exclusively — using internet protocols. Besides interconnec�vity, one benefit of APIs is that, if designed 
securely, they can allow two applica�ons to interact without revealing the inner workings of either 
applica�on. However, these connec�ons can be exploited if security corners were cut or ignored in the 
development of the API. In fact, in our study, CISOs cited “open-source exploita�on” as the third most 
alarming threat they expect to face more of between now and 2025. (See Figure 5 earlier.)

Despite this concern by CISOs for the points where the digital ecosystem is glued together, they also rated 
“ecosystem partners” last in their list of cyber target concerns. And of priori�es arising out of board-level 
discussions, “focusing on ecosystem risks and collabora�on for oversight, monitoring, and mi�ga�on of those 
risks” was cited as the top priority by only 14% of respondents. CISOs also ranked “managing ecosystem and 
supply chain risks” as next to last (out of 10) when asked about their own departmental priori�es. 

But visibility between organiza�ons is necessary for the leaders of service providers, suppliers, and 
distribu�on partners to maintain a higher level of security for major endeavors that involve many players. 
Ransomware and other hacker threats are increasingly relying on the open door o�en provided by unsecured 
systems run by contractors, vendors, and suppliers.

The CISO at a US-based financial services firm sees vendors, including those who serve his primary vendors, 
as his second-highest threat vector “just because we don't have as much visibility” into vendors with whom 
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they may not have a close rela�onship. To learn more, he asks them to complete security ques�onnaires, 
audit their security prac�ces, and test their security prac�ces in a controlled se�ng. 

The CISO of the US-based media company told us his company includes security requirements in its contracts 
with any vendor that can access its network or hosts cri�cal informa�on or services. Among the 
requirements, he noted, are that they have someone in charge of security, “implemented policies and 
prac�ces that help secure the environment, and that they no�fy us within 24 to 48 hours if there's an 
incident.” Resistance from vendors to such language is declining, he explained, as regulators begin pressuring 
all companies to divulge more of their security prac�ces.

One Europe-based manufacturer requires vendors accessing their systems to use mul�factor authen�ca�on, 
dedicated VPN tunneling, and establishes �ght limits to the informa�on they can see. “We actually put 
together standard contractor clauses to make sure everyone is signing up on the same level of security that 
we are willing to support and also opening up to audit from a third party,” the company’s CISO told us.

Leverage the cloud and cloud services to enhance your security profile.

Cloud-posi�ve organiza�ons seem to have a slight advantage in retaining and recrui�ng talent with cyber 
skills, compared to those companies who think on-premises or tradi�onal data center security is preferable 
to what’s available via the cloud (see Figure 21 earlier). This makes sense, since more and more computer 
science and business graduates today assume a cloud-based environment and marketplace as the rule, 
rather than the excep�on. Addi�onally, our study data shows that organiza�ons that see cloud pla�orms’ 
security capabili�es as an improvement over on-premises infrastructures are likely to be more successful in 
terms of revenue and profit (see Figure 15 earlier). 

As your firm modernizes or replaces applica�ons with cloud-based pla�orms, maintain cybersecurity 
vigilance and regulatory compliance by weaving established cybersecurity frameworks into cloud adop�on, 
including insight into third-party vendors’ compliance with cybersecurity controls. In the event of a breach, 
this would establish evidence for demonstra�ng compliance, from both a maturity and assurance 
perspec�ve. 

Integra�ng on-premises and cloud security is not easy, the CISO for a US-based manufacturing firm told us. It 
requires the right level of oversight into which users are accessing which systems, either on-premises or in 
the cloud, and what they are doing with the data on both pla�orms. “All of those monitoring tools will have 
to be integrated with your strategy,” and the security opera�ons team must ensure any poten�al breaches 
are correctly inves�gated, he says.

Coordinate the cybersecurity and risk func�ons closely.

CISOs and CROs should coordinate at least weekly to ensure the company’s strategic interests, its approach 
to risk, and its cybersecurity ini�a�ves are aligned and evolve as technologies and business needs change. 
Our study found that frequent collabora�on between the CISO and CRO offices correlates with corporate 
financial success (see Figure 11 earlier). 

Such collabora�on can also help a company determine when overly strict security measures might nega�vely 
impact the business. For example, while the CRO might want robust authen�ca�on for every user of every 
applica�on to meet the requirements of a security framework, the CISO might seek an exemp�on for an 
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e-commerce web site to avoid presen�ng poten�al 
customers with an off-pu�ng authen�ca�on 
requirement before they can enter a storefront and 
make a purchase. 

At a US-based media firm, the CISO and a vice 
president filling the CRO role run joint con�nuity 
planning exercises for events such as security 
breaches or natural disasters. The CISO draws on the 
risk unit’s rigorous processes and connec�ons to key 
stakeholders to encourage adop�on of cybersecurity 
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The CISO at a UK-based financial services firm 
told us he meets daily with his CRO 
counterpart, who he sees as an “absolutely 
cri�cal stakeholder.” He envisions himself as 
the first line of cybersecurity defense, with the 
CRO “the second line.” Over �me, he sees 
these two “lines of defense” overlapping, 
resul�ng in more and closer collabora�on.

capabili�es. Since two other companies in their industry suffered cybera�acks, the CISO office and risk unit 
are working even more closely to understand and mi�gate the impact of an event on the business.

CISOs and CROs at publicly traded companies will also need to bring investor rela�ons into their discussions 
as investors pay more a�en�on to cyber risk and security as part of an increased focus on environmental, 
social, and governance (ESG) issues, says the CISO for a UK-based financial services firm. The CISO and CRO 
can help investor rela�ons, along with senior management and the board, understand the damage successful 
cybera�acks can do to a company’s share price, market share, and reputa�on. 



Yet, as this first-ever TCS study of enterprise risk and cybersecurity professionals shows, there is good news. 
For one thing, funding for cybersecurity and risk mi�ga�on ini�a�ves isn’t generally a problem (see Figure 8 
earlier). For another, taking all other factors into considera�on, 60% of cyber risk and security execu�ves feel 
some confidence their company will be able to avoid a major cyber event that results in significant financial 
loss or reputa�onal damage (see Figure 22). They know they’ll be a�acked, but they are either cau�ously 
confident or (for 14%) even very confident they will weather the onslaught. 

s the CROs and CISOs of large companies realize, the ques�on of cybera�acks is no longer “if” but 
“where” and “how.” Most large enterprises today are already dedica�ng sizable headcount and 
opera�ng budgets to iden�fying risks, defending the company against threats, and mi�ga�ng the 

effects of the a�acks that are already occurring. Companies in every industry, government bodies, and 
non-governmental organiza�ons are all experiencing an unprecedented level of a�acks from freelance 
hackers, state-sponsored cyber terrorists, and criminal consor�a-for-hire. It’s an arms race that requires 
staying one step ahead of malefactors just to con�nue doing business in today’s increasingly interconnected 
digital ecosystem. 
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A

CISO & CRO confidence in their company's ability to avoid a major cyber incident 
in the next 3 years resul�ng in significant financial or reputa�onal loss

n = 607

Very confident

Somewhat confident

Neutral/not sure

Increasingly less confident

Not at all confident

14%

46%

31%

9%

0.33%

Figure 22



Companies that have already adopted or adapted several of the recommenda�ons in this report enjoy even 
greater confidence in their ability to withstand the worst effects of a cybera�ack. For example, companies 
where the board takes a proac�ve approach to cyber risk and security and where the CISOs and CROs 
collaborate and coordinate frequently are both more likely to have cyber risk and security execu�ves with a 
degree of confidence greater than cyber execu�ves at companies where the board is less engaged and where 
coordina�on is more perfunctory or an a�er-thought (see Figure 23).

68%

61%

39%

70%

56%

56%

53%

27%

30%

43%

26%

33%

36%

29%

5%

10%

17%

5%

11%

8%

18%

Very/somewhat confident Neutral Less/not at all confident

Frequency of board engagement on cyber risk & security issues

Frequency of collabora�on & coordina�on between CISO & CRO

Very regularly

Daily/several �mes a week

Weekly/several �mes a month

Monthly

Quarterly, rarely, or never

Periodically

Occasionally, as
necessary, or never

Confidence in avoiding a major cyber incident resul�ng in financial loss 
or reputa�onal damage between now & 2025

n = 607; not shown: "Don't know/can't say" on board discussion frequency
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Figure 23



However, too many businesses s�ll feel they cannot adequately protect themselves against today’s threats, 
much less emerging dangers such as AI-aided a�acks. While boards are increasingly focused on cyber risk 
and security, C-suites and lines of business are s�ll mostly only focusing on the issue when it's brought to 
their a�en�on; 18% of C-suites only focus on it a�er the organiza�on has already been a�acked (see Figure 
14 earlier). A lack of security skills is a constant and difficult to meet challenge, which further complicates the 
challenge (see Figure 8 earlier).

Our study and work with enterprises show a path forward: Looking beyond technology to improved 
collabora�on and security and data protec�on processes. Establishing formal mechanisms for collabora�on 
to ensure all stakeholders agree on the data and applica�ons that most need protec�on and coordinate the 
purchase and use of tools to protect them, with a complete accoun�ng of the myriad so�ware solu�ons 
different departments and businesses have deployed. Secure, advanced processes that leverage automa�on 
for data migra�on, protec�on, access control, and training can mi�gate many of the most common risks.

To meet emerging risks, we recommend businesses require leadership across the organiza�on to align its 
security spending and efforts on the most cri�cal risks, ensuring that all stakeholders have the informa�on 
they need to iden�fy and assess risks and can work together to improve cyber resilience. 

Companies can help fill the skills gap by using external service providers for harder-to-staff work, such as 
24/7 network monitoring, while growing talent internally by giving them exposure to not only the technical 
but the business aspects of cybersecurity. Expand your pool of talent by seeking out more diverse recruits, 
and don’t underes�mate the importance of a high-quality workplace in retaining that talent.

Cyber security will always be an ongoing arms race between defenders who must protect every system and 
database all the �me against all threats, and a�ackers who only need to find one vulnerability to steal data, 
bring down systems, or hold data for ransom. No CIO, CISO, or CRO can guarantee their organiza�on will 
never be hacked.

However, the most successful organiza�ons can secure the most cri�cal assets with the best use of their 
available funds by:

• Gaining high-level support for coordinated dynamic cybersecurity measures focused on the applica�ons 
and data most cri�cal to the business;

• Inves�ng the �me and effort required to align all stakeholders with those priori�es;

• Leveraging the cloud, and cloud-based security services, to tap the most current defenses against 
ever-changing threats;

• Building and tes�ng resiliency plans so you can recover the most important parts of your business if an 
a�ack succeeds; and 

• Becoming a preferred employer to a�ract and develop internal talent for the security func�ons you need to 
do in-house, while leveraging outside providers for work requiring industry-leading exper�se.
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e surveyed 607 security professionals, split between 
chief informa�on security officers (CISOs) and chief risk 
officers (CROs) in North America and Europe between 

February 15 and March 21, 2022. Respondents represented the 
banking and financial services, u�li�es, media and informa�on 
services, and manufacturing industries, given the increasing number 
of cybera�acks being experienced by these industries in par�cular. 
Approximately half of respondents were CISOs and half CROs. This 
report is based on their responses and on in-depth interviews with 
other CISOs and CROs in the geographies and industries represented 
in our survey. 
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Respondents by industry

Respondents by role
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As part of the analysis, the most successful companies — those who had both revenue and net profit 
changes from 2017 to 2021 that were higher than the average of all the companies surveyed in their industry 
(or, if at least 30 companies existed for a subsector, in their subsector) — were deemed “Pacese�ers.” Those 
whose revenue and net profit growth were both lower than the industry or subsector average were, for 
comparison purposes, considered “Followers.”

Pacese�ers
n = 104

Followers
n = 294

Banking & financial services

U�li�es

Media & Informa�on services

Manufacturing

32%

33%

17%

18%
31%

17%23%

30%

Percentages in charts may not add up to 100% due to rounding

All respondents

CISOs = 306
CROs = 301

Follower
CROs, 28%

Follower
CISOs, 21%

Other
CROs, 17%

Other
CISOs, 18%

Pacese�er
CROs, 5%

Pacese�er
CISOs, 12%
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