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Six cybersecurity challenges
facing manufacturers

Weighing the current 24/7 production schedule
against the future risk of cyber threats lies at the
heart of the manufacturer’s paradox

Protec�ng manufacturing systems from 
cybera�acks is a cri�cal but, in TCS’ experience, 
o�en underinvested need in companies ranging 
far beyond tradi�onal manufacturers such as 
automobile, steel, and chemical makers. Many 
more industries today have their own flavor of 
opera�onal technology, from the fleet 
management of giant cargo ships to retail 

point-of-sale hardware to data center 
thermostats. While some of these capabili�es 
have leapfrogged the security challenges facing 
manufacturers by being more recently developed 
and deployed, the risks threatening to take 
factories offline have the poten�al to affect the 
widest possible range of industries.
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As opera�onal technology (OT) is 
increasingly connected to IT systems and 
the Internet, it becomes more vulnerable 
to a�ack, as can been seen in rising 
cybera�acks on cri�cal industrial control 
systems and network-connected assets. 

A recent TCS survey, along with 
interviews with manufacturing 
cybersecurity execu�ves, reveals six 
major challenges for manufacturers: 

The TCS Risk & Cybersecurity Study of more than 306 
chief informa�on security officers (CISOs) and 301 
chief risk officers (CROs) was conducted in 2022 via 
survey and in-depth interviews amid an 
unprecedented upsurge in increasingly sophis�cated 
cybera�acks from criminals, sovereign states, and 
other bad actors exploi�ng global socio-poli�cal and 
economic tensions. The survey respondents were 
drawn from North American, European, and 
UK-headquartered companies in four industries — 
manufacturing, banking and financial services, 
u�li�es, and media and informa�on services — facing 
an unprecedented range of cyber threats and 
increased risks, whether to business data, customer 
data, opera�ons, trade secrets, or supply chains.

In this report, we examine the greatest security risks 
manufacturers face, explore how effec�vely these 75 
CISOs and 75 CROs collaborate on security, and offer 
sugges�ons for improvement based on our work with 
manufacturers worldwide.

Manufacturers struggle to balance security with 
the up�me required to make the most efficient 
use of expensive produc�on machinery.

Many manufacturers underes�mate their 
vulnerability to a�ack. 

A complex mix of manufacturing systems makes 
it difficult to iden�fy and remediate security risks.

The age and proprietary nature of many 
manufacturing systems makes them difficult or 
impossible to update with security patches. 

The manufacturing workforce tends to be less 
aware of and skilled in the use of digital 
technology than those in other industries. 

A lack of coordinated oversight of IT and OT 
makes it more difficult to properly iden�fy, 
priori�ze, and remediate risk.

Challenges for manufacturers

The manufacturer’s paradox
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The staff managing the manufacturing systems controlled by OT have 
tradi�onally focused more on up�me than data security for a good 
reason. If a produc�on line shuts down, there is an immediate and 
severe impact on revenue. Cyber-related outages, while poten�ally 
much more damaging to the business and its long-term prospects, tend 
to happen downstream and at a later date from the actual moment of 
the breach.

This is not to say that security is not a considera�on in OT systems; in 
fact, security is top-of-mind for most OT system operators, but OT and 
IT define security priori�es differently.

For one thing, in OT security, safety (the number one considera�on) 
trumps all others and is nonnego�able. For its part, IT security generally 
puts its governing principles — confiden�ality, integrity, and availability 
— in reverse priority order than the way those same principles 
influence OT security. (See Figure 1.)
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Despite the seeming cross-purposes of IT and 
OT security, there are some indica�ons that the 
balance is shi�ing as more manufacturers 
recognize the increasing risk their OT systems 
pose to the business if they remain unprotected 
from cybera�acks. In our survey, more than one 
quarter of chief informa�on security officers 
said they expect to increase their OT security 
budgets by at least 15% in the next fiscal year. 
(See Figure 2.)

Nevertheless, cybersecurity overall remains a 
lower priority for manufacturing compared to 
other industries, at least measured by budgets. 
For the overall informa�on security budget of 
manufacturing companies, 59% of CISOs 
reported increases over the prior year — more 
than 10 points lower than the percentage of 
CISOs in other industries who reported the 
same. (See Figure 3.) Among their CRO 
counterparts, slightly less than half in 
manufacturing saw budget increases, which is 
more in line with CROs in other industries. And 
manufacturing CROs were less likely to see 
budget decreases than were CROs in
other industries.

Balancing uptime with security
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Historically, manufacturers have believed they are unlikely targets 
of hackers because they do not store as much informa�on about 
consumers as a retailer or a financial services organiza�on would. 
They may also lack up-to-date informa�on about the degree to 
which assets are linked to the internet. Such interconnec�ons today 
o�en help op�mize performance — but, without a full inventory of 
such interconnec�ons, can also make manufacturers vulnerable to 
intrusions and malware.

Yet more tradi�onal IT security threats — including the need to 
protect consumer data and intellectual property such as product 
designs, proprietary manufacturing processes, and customer
lists — are real for some manufacturers. Protec�ng customer data 
and thwar�ng hackers who a�empt to trick his company’s 
employees into wiring money are the main concerns for the CISO at 
a US-based manufacturer. “Customer data in our case is a broad 
church,” he says, and includes those who register products on its 
web sites and those whose data is protected by government 
regula�ons. 
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Underestimating risk
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Corporate func�ons expected to see the greatest number of cyber 
a�acks between now & 2025
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Manufacturers are more aware of the 
poten�al for cybera�acks to leverage 
supply chains and distribu�on channels 
as their vectors, ranking these 6th 
compared to other industries’ average 
ranking of 10 out of 10. (See Figure 4.) 
However, manufacturers seem 
unaware of the cyber risk presented by 
partners in their digital ecosystems — 
those data suppliers, buyers,  
aggregators, and service providers that 
have become central to global business 
today.

While risks from such ecosystem 
partners ranked low for manufacturers 
overall, some are more aware of and 
are working to mi�gate security lapses 
in their business partners that could 
give hackers a path to a�ack their 
systems. For example, the CISO for a 
European manufacturer assures its 

business partners have “the same level 
of security that we are running” as well 
as segregated access to only the 
applica�ons and data each should see. 
It also has created “standard contractor 
clauses to make sure everyone is 
signing on to the same level of security 
that we are willing to support” and 
agrees to third-party security audits. 

A�acks on business partners can be a 
risk even if the hacker doesn’t use the 
rela�onship with a business partner to 
a�ack the manufacturer’s systems 
directly, says the CRO for a US 
manufacturer. He describes cases 
where “our customer said they got 
faked invoices thinking that they're 
coming from us and then they paid the 
hacker, and a�er this, they say they 
don't want to pay us again, and then 
we have to discuss it with our lawyer.”

Underestimating risk
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CISOs and CROs ranked the complexity of managing their 
cybersecurity ini�a�ves amidst the variety of workforce 
changes as their most daun�ng challenge. For manufacturers, 
“closing the workplace” (and suppliers closing their plants) due 
to COVID infec�ons meant not only a total lack of revenue but 
diminished oversight and accountability for those opera�ons 
remaining open. And manufacturing was one of the industries 
where “work from home” was o�en impossible to define or 
even imagine. (See Figure 5.)

Also hindering cyber ini�a�ves: the mix of OT systems acquired 
over the years or through mergers and acquisi�ons, which 
make it difficult to iden�fy and remediate security risks or even 
to determine the proper level of security investment. 
Manufacturing facili�es have historically had great la�tude in 
choosing their own equipment, which also adds to the 
complexity. Manufacturing cyber execu�ves ranked this 
complexity of their accumulated processes and opera�ons 
among their top three challenges, �ed with their firms’ 
con�nued reliance on legacy IT systems.

8

Complexity

TCS Risk & Cybersecurity Study  |  Manufacturing

The greatest challenges to cybersecurity & risk mi�ga�on ini�a�ves
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The need to be�er understand these complex 
environments, including the risks posed by unsecure 
supply chain partners and geographically distributed 
manufacturing facili�es, is reflected in the importance the 
CROs a�ach to understanding their concentra�on risk and 
iden�fying cri�cal opera�ons. (See Figure 6.)

And while every industry’s CROs ranked gaining a view 
into the “iden�fica�on and clear ownership of digital 
assets” in the top half of resiliency priori�es, in 
manufacturing the problem of lacking a view of a 
company’s threat landscape is acute. 

Systems and assets that were once assumed to have been 
air-gapped from network connec�vity have been 
connected — for reliability, availability, and safety reasons 
— using rudimentary protocols. Yet if CROs don’t 
understand the asset landscape, they can’t understand 
the threat landscape, and therefore have a limited view 
into the impact on other parts of the process when one 
part is breached by hackers.

Complexity
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Most important to cyber resiliency between now and 2025
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The high cost (and far longer deprecia�on period) of 
manufacturing systems means OT environments have much 
longer lives than IT systems. This o�en means they do not 
comply with the latest security protocols as dictated by IT 
standards and may be difficult or impossible to update with 
security patches, especially if the update requires down�me. 

This is one reason more than half of manufacturing CISOs 
believe they are not keeping up with the more sophis�cated 
threats presented by professional hackers. (See Figure 7.) 
Nearly one-third of manufacturing CISOs say they are s�ll 
using the most basic, out-of-the-box enterprise solu�ons — 
such as those relying on defini�on lists of known viruses — 
even as they agree these are insufficient to fight more 
sophis�cated a�acks.

To be sure, other industries’ CISOs have similar confidence 
levels in their cyber capabili�es. But for CISOs in 
manufacturing, the poten�al a�ack surface is generally older 
and less amenable to implemen�ng modern cyber solu�ons.

Older, difficult-to-upgrade systems

44%

25%

31%

46%

23%

30%malwares, DOS a�acks & the like

Our current state of readiness only allows us to

Figure 7

Manufacturing CISOs hold roughly similar opinions
about their current cyber capabili�es as CISOs in other industries

address pervasive threats such as signature-based

combat the most sophis�cated threats
& other advanced technologies to successfully

We are leveraging ar�ficial intelligence, automa�on

We are deploying the most advanced technology,
but it isn’t adequate to addressing the threats

Manufacturing Other industries
n = 75 CISOs n = 231 CISOs
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On average, the manufacturing workforce — trained for 
decades to ensure equipment safety and produc�on 
readiness — tends to be less aware of and skilled in the use 
of digital technology than employees in other industries. This 
means they may need more educa�on about how to mi�gate 
security risks. Manufacturing CISOs ranked enterprise-wide 
employee awareness and training regarding security second 
on their priority list, higher than in any other industry
we surveyed. (See Figure 8.) 

“There's a compulsory training �me each year for each 
employee,” says the CRO for an Italian manufacturer, with the 
percent of employees comple�ng the training included in the 
manufacturer’s risk repor�ng. Supervisors are alerted to 
employees who have not completed the required training.

Staff and skill shortages
CISOs‘ work priori�es
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Addi�onally, manufacturing CISOs ranked 
recrui�ng and retaining talent with the right skills 
to manage, engineer, and support cybersecurity 
technology as their top roadblock to 
implemen�ng cybersecurity ini�a�ves. (See Figure 
9.) Their CRO counterparts, however, ranked it 
only fi�h — perhaps demonstra�ng a divergence 
of agendas. (By contrast, for example, banking and 
financial services CROs ranked the lack of skills to 
run cybersecurity technology first among their 
obstacles to risk mi�ga�on ini�a�ves and CROs 
working for u�li�es — another industry wholly 
dependent on its OT systems — ranked the skills 
shortage second.)

This “splintered” view — in which manufacturing 
CISOs ranked “difficulty in demonstra�ng return 
on cybersecurity investments” seventh as a 
cybersecurity challenge but CROs ranked it first, 
and CROs ranked the “accumulated complexity of 
business processes and opera�ons” seventh, even 
though CISOs consider it the second greatest 
hamper to cybersecurity and risk mi�ga�on 
ini�a�ves — is evident in other areas, as well. 

Staff and skill shortages

The greatest challenges to cybersecurity & risk mi�ga�on ini�a�ves
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The increased digi�za�on of manufacturing and use of 
networked OT expands the “threat surface” hackers can exploit 
and can magnify the effect of any a�ack across OT and IT 
systems. Yet manufacturers o�en lack the single point of security 
knowledge and control they need in their co-mingled systems 
environment.

We have found CISOs o�en lack adequate knowledge of or 
control over OT, while OT managers may lack an understanding 
of IT systems and how threats to those can spread to their OT 
systems. CROs o�en take a hierarchical, top-down view of risks 
and lack detailed knowledge of the OT environment required to 
understand the cyber risks their organiza�ons face. 

Yet only one-fi�h of manufacturing CISOs and CROs said they 
coordinated and collaborated in their work with each other on a 
daily or semiweekly basis, compared with other industries where 
more than one-third of respondents said such collabora�on 
occurs daily or several �mes a week. (See Figure 10.)

A splintered view of security

19%

34%

52%

39%

25%

25%
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Other industries

Daily/several �mes a week Weekly/several �mes a month

Monthly/quarterly Rarely/never

Figure 10

Frequency of collabora�on & coordina�on 
between CISOs and CROs
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While there may not be as thorough a partnership between 
CISOs and CROs in manufacturing as exists in other industries, 
there are encouraging signs that the tradi�onal segrega�on of 
OT security from IT security is at least diminishing at 
manufacturing firms. Where once OT security was solely the 
responsibility of the department also in charge of equipment 
maintenance and safety, today three-fi�hs of manufacturing 
CROs report that their CISO counterparts have some major 
involvement in OT security along with their IT security 
responsibili�es, and a third of manufacturing firms center 
security for both IT and OT systems squarely with the 
informa�on security staff. (See Figure 11.) Only a fi�h of firms 
expect their general OT engineering department to also 
defend against cyber breaches and hacker a�acks — if they 
even have such expecta�ons at all.

Assigning responsibility for combined IT/OT security is s�ll a 
work in progress, however. An Italian manufacturer segregates 
its OT security from IT to avoid a poten�al conflict of interest. 
“For example,” the CRO says, “the chief IT officer could say 
that the system is perfect because, simply, ‘We built it. We 
know it works. We know it's secure.’ Some�mes they're 
smi�en with their own technological acumen rather than the 
understanding of what the threats are out there.”

A splintered view of security

33%

25%

19%

21%

1%
With our CISO or IT security team

With a �ght collabora�on between our IT
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With a specialized engineering/OT
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With a general engineering/OT
department with other responsibili�es

I don’t know

Figure 11

Where responsibility lies for security of the

manufacturing firm's opera�onal technology
n = 75 Manufacturing CROs



Meeting the manufacturer’s 
challenges

Long gone are the days when you could have any
color of Ford motor car “so long as it’s black”

Even the no�on of off-the-shelf, one-size-fits-all 
cybersecurity solu�ons for any large-scale 
enterprise in today’s digitally integrated, globally 
networked economy has been consigned to the 
dustbin of history. Yet despite uniquely combined 
capabili�es and bespoke configura�ons becoming 
readily available to manufacturers ready to 
secure their OT and IT systems against 

cybera�acks, some general principles have begun 
to emerge. These are six steps we’re seeing 
forward-thinking manufacturers taking to be�er 
secure their cri�cal business and opera�onal 
environments. They don’t necessarily require 
wholesale changes to BAU ASAP. In fact, many of 
them come down to good communica�ons and 
crea�ng a shared vision.
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Recommendations

Understand and respect the OT culture, which is much more “hard hats and safety vests” than suits and �es, where professionals have historically been focused – with 
good reason – on up�me over all other considera�ons except for safety. Understand how this affects everything from networks that seem insecure by design (stripped 
of security protocols to reduce latency) to the presence of 20-year-old opera�ng systems running the programmable logic controllers, because it o�en takes that long 
to amor�ze costly produc�on equipment.

Build a rela�onship with the chief opera�ons officer to whom your plant managers report and ensure his or her support for the some�mes difficult tradeoffs between 
security and the need for availability and output. Use examples to describe how a cybersecurity breach could harm the managers’ ability to meet their KPIs in areas 
such as produc�on, up�me, and quality, and how in a networked world, a breach at one facility can spread to others. 

Since it’s o�en impossible to immediately replace older, insecure technology, use internal firewalls to segment your OT networks so an a�ack on one part can’t spread 
to others. This “network segment by network segment” approach is also a less expensive and less risky way to introduce new security methodologies such as zero trust 
than an enterprise-wide rollout. 

More than 150,000 security specialists worldwide are Cer�fied Informa�on Systems Security Professionals (CISSP), compared to only about 4,000 Global Industrial 
Cyber Security Professionals (GICSP), the cer�fica�on that covers OT security specifically. Leverage the 65% to 70% overlap between the two by giving your more 
numerous IT security specialists the extra training they need to implement OT security.

Work to develop ways security can deliver financial benefits beyond preven�ng a�acks. One example is a “digital twin” of your OT infrastructure that can be used to do 
penetra�on tests of your OT security that would be too risky with actual systems. The digital twin can also help fine-tune produc�on and may eventually serve as a 
backup if an a�ack or technical failure disables your OT infrastructure. While you may only currently know about 50 percent of the assets you’d need to include as part 
of your digital twin(s) to be effec�ve, you can move the number toward 95 percent (or higher) and make the inventory process manageable by conduc�ng it one 
geography or business unit at a �me. 
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But success requires understanding the fundamental differences 
between IT and OT systems and adap�ng IT security thinking and 
processes to the unique needs of the nuts-and-bolts OT world. 
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It is possible to overcome the 
10- or 20-year lag in awareness 
and maturity between IT and
OT cybersecurity.
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