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Proxy Resolution

Background

Pay-by Proxy is becoming increasingly popular today due to the security and convenience it provides to
Payers. In this approach, an alias such as a National Identifier/Email id linked to the customer’s Account
information, is sufficient to make payments. Payers need not enter the Payee Bank account details in
order to make a payment, thus simplifying the payment initiation process and reducing the potential for
erroneous payments to a different bank account number. Pay-by Proxy is not only a convenient way of
making payments but also protects the privacy of customers in terms of ensuring that critical bank
account information is not exposed to the external world.

Solution

The Proxy Resolution from Quartz comprises a private permissioned blockchain ecosystem which Banks
can connect to in order to enable secure payment transactions for their end customers. The solution
ensures that sensitive personal financial information is protected, while ensuring at the same time that
payment transactions can be initiated without the need for retail customers/Payers to know the
complete bank account information of Payees. Smart Contracts on the blockchain handle business rules
and validations such as ensuring for example that a Proxy is active in the system with a valid identifier
etc. In addition, blockchain helps ensure immutability of transactions, and can enable better dispute
management since the complete audit trail is maintained on the ledger. The solution also supports
Proxy Blacklisting - a process that allows Banks to bar a Proxy from being eligible to receive payments.

Quartz enables easy integration of blockchain with the existing systems of the Payment Infrastructure
Operator and the Banks for Enlisting, Delisting and Blacklisting of proxies. The Gateway exposes simple
REST APIs which can be invoked by participating Banks, thereby reducing the need for any large scale
changes to integrate with blockchain.
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About Quartz

Quartz provides foundational technology, tools and business components that harness the power of next-gen technologies including DLT, Al/ML for
organizations across varied industries. Quartz caters to organizations across Industry segments including Financial Services, Banking, Supply Chain, Energy &
Utilities and eGovernance. Backed by awards from the Asian Banker (Best Fraud Prevention Technology Implementation 2023), Financial Technology Forum
(Best New Post Trade Solution of the Year 2022), Asset Servicing Times (Outstanding Innovation Award 2022) and recognition from Analysts (ranked #1
Best Performing Fraud Management Solution by IBS Intelligence 2022) Quartz can help organizations operate at the forefront of technology innovation.

To know more about Quartz, please write to us at tcs.quartz@tcs.com or visit our website https:/www.tcs.com/quartz
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