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Assuring Mobility for
the Internet of
Everything
Abstract
Born of the convergence of wireless technologies,
micro-electromechanical systems (MEMS), and
the Internet, the Internet of Things (IoT)
promises a future where objects will be
connected to the Internet and each other. The
real-time communication between these devices
will make the devices smart, and drive many
business and consumer use cases, not just
improving business agility and operations, but
also customer experience and the overall quality
of life. In the context of such a connected future,
we need to assure the systems, sensors, devices,
all in the realm of IoT—since much could go
wrong if any one of those connected articles were
to malfunction. This calls for an all-encompassing
testing strategy for IoT, with testing approaches
that ensure maximum test coverage and returns
from IoT testing.
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Communication of Everything with
Anything
To be useful, IoT devices need to talk to each other. This
requires mobile applications and connectivity. The future world
will interact with 'things' through digital modes, driven by
smart phones and wearable devices. Mobility will play a key
role as the bridge between the IoT and users.
With sensors for acceleration, temperature, proximity, light,
sound, altitude, and magnetic elds, the smart phone is an
ideal device for monitoring health, driving speed, personal
habits, and even the magnitude of earthquakes. Simply put,
when integrated with mobile, the IoT promises to positively
impact our homes, health, city, industry and social
environment.
The convergence of mobile and the IoT, with other emerging
technologies such as articial intelligence (AI), augmented
reality (AR), Big Data and analytics, and social technologies will
have an even greater impact not just on our lives, but the next
generation too.

The Testing of All Things
While the sensors and actuators in our smart phones lend
intelligence, connectivity and access to equipment spread
across networks, they also introduce data privacy and security
risks that need urgent attention. Made up of devices, networks,
back-ends, protocols, and machine-to- machine
communication, a small change in one device can impact not
just the device, but all connected systems downstream.
The ever-growing number of things (sensors, equipment) and
mobility channels (smart phones, wearable devices), require
new and innovative testing approaches and infrastructure. Lack
of universal IoT testing standards, coupled with tight
schedules, further aggravate the testing challenge. Testers
must also account for changing market conditions, and diverse
product specications. Together, these challenges make IoT
testing time consuming and complex.
However, in addition to these challenges, IoT testing poses
potentially newer challenges such as the need for:
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n

Dening device functionality to meet business requirements

n

Ensuring sensor performance through wear and tear over a
period of time and in varied weather conditions

n

Enabling uninterrupted, always-on, high-speed network
communication

n

Providing security from threats such as backdoor trojans,
viruses, malware and denial of service attacks

n

Offering a high level of usability through the Device User
Interface (UI) and smart-ness

n

Complying with device hardware and sensor development
and deployment specications

n

Ensuring smooth integration with third party APIs to perform
complex tasks

n

Setting up comprehensive test environments accounting for
different conditions

The Strategy for All Testing
While the challenges present a difcult testing terrain, an allencompassing strategy, comprising multiple approaches,
provides the ability to take the challenges head on, and ensure
maximum coverage and return from IoT testing:
Get a Holistic View for Continuous Improvement
To assure functionality, we need to focus on hardware
controllers, sensors, mobile device interaction, and access
controls, while continuing to discover exceptions. We must also
set access controls, monitor sensor behavior, keep a watch on
notications and alerts, and validate and verify data. Moving
towards a radical shift in application testing, we need to
continuously discover new test scenarios under different test
environments.
Use a Different Approach for Different Device Channels
Wearable devices such as smart watches need a design-specic
testing approach, as these are produced by multiple
manufacturers for specic purposes including burning calories,
monitoring heart rate, and facilitating surveillance.
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Perform Usability Testing
Human Computer Interaction (HCI), combined with pattern
judgments and heat maps, helps develop consistent and
intuitive user interfaces that improve user productivity and
device acceptability. In addition to usability, we also need to
test all physical things, sensory reactions including sight,
sound, touch, size, and shape, and verify, validate, and
correlate user demographic information with test results.
Ensure Security
Despite fast-emerging smart homes and businesses, device
manufacturers do not always adhere to basic security
requirements, which could lead to security vulnerabilities. We
need to adhere to guidelines specied by the Open Web
Application Security Project (OWASP), whose top 10 security
considerations for IoT¹ could form the initial basis for testing.
Assure Range and Frequency
As range is a major issue in mobility, we need to test 3G and
4G devices under various signal strengths, including zero
signal. This testing needs to be done for Wi-Fi, Bluetooth, NFC,
and other communication technologies and protocols.
Ensure Performance through Soak Testing*
The rising number of connected things will increase the load on
individual devices, and will call for discovery and considerations
of new types of load, stress, failover, spike, and other
performance tests. Most IoT devices are planned for extended
usage, without being stopped, restarted, or re-booted. Given
this reality, soak testing is imperative for IoT device success.

Gartner, Inc.
forecasts that the
number of connected
things in use will
reach 25 billion by
2020².

Simulate Usage Scenarios
Testing sensor interaction with mobile devices needs to take
into account usage scenarios, environment, and climatic
conditions. However, it may not always be possible to test for
certain non-reproducible scenarios such as extreme
temperatures. Sensor simulators could be leveraged to
simulate sensor actions under certain conditions.
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Use Real Devices
To ensure 100% accuracy of test results, assurance for IoT,
especially the testing of equipment that rely on sensors, should
be done using real mobile devices, not simulated virtualized
appliances.
Ensure Uninterrupted Data Transmission and Collection
Communication failure between devices and things could result
in functionality failure. It is therefore important to ensure
uninterrupted data transmission and collection.
Deploy Network Simulation Tools
Testing of things over a network requires setting up the entire
test environment, comprising multiple networked computers,
routers, smart devices, network emulation tools, real network
mediums and data links.

Conclusion
We have miles to go when it comes to testing IoT devices and
their interaction with the real world. The complexity of varied
devices continuously talking to each other and exchanging data
over networks and bandwidth, stresses the importance of
mobility testing. Traditional testing procedures, paradigms and
approaches are of limited use for testing emerging IoT
technologies and devices. Generally, no two devices follow an
identical testing procedure, hence IoT testing requires a
personalized approach for each unique device.
The existing major players in mobility assurance are working
extensively towards providing better testing platforms for
quality assurance of IoT devices and apps. We need to
prioritize the testing approach as well because it forms the
foundation of smooth communication between smart devices of
the future.
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