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The Cost of Pen Testing
a Web Application
Abstract
With increasing cyber threats and breaches,
every organization needs to be alert in order to
safeguard their assets. To implement the most
proactive approach, most organizations today opt
for 'Penetration Testing', more popularly known
as pen testing. While there is an increasing
demand for this exploitative type of testing,
there is a considerable amount of confusion in the
industry regarding the differences between
vulnerability assessment and pen testing.
Hence, there exists an ambiguity around its
pricing as well. A structured approach to
understand the dynamics related to pen testing
will help companies decide when and what kind of
pen testing to opt for, and at what price.
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Refocusing on Pen Testing

Since there is no
uniform package for pen
testing, quotations vary
from US $1000–5000
per application. This
variance in cost is
alarming, and the
reason is the absence of
any structured approach
for estimation.

Cyber criminals and hackers employ a number of sophisticated
tools and network attacks to penetrate enterprise systems.
Since web applications can be the easiest target, it is essential
to perform pen tests for it. This kind of testing is expected to
go beyond the realms of traditional vulnerability assessment,
and locate potential issues. While vulnerability assessment
simply identies and reports noted vulnerabilities, pen testing
attempts to exploit the vulnerabilities to determine whether
unauthorized access or other malicious activity is possible.
Although pen testing now gets its due importance, its specic
applications and additional benets are yet to be realized.

Outlining the Estimation Framework
Cost is one of the key deciding factors for any enterprise before
it signs up for a security solution. Our estimation model is
based on three factors:
1. What is the motive?
An organization may face three types of motives: regulatory
compliance, vulnerability management, and proactive
assessment.
2. What is the application complexity?
Web applications can be classied based on three levels of
complexity: high, medium, and low.
3. What type of pen test should be undertaken?
The three recommended modes of pen testing are:
advanced, customized, and regular.
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Consolidating Estimation Framework Elements. (The numbers within squares are the
tentative timeframes in 8-hour business days for a pen test in that category.)

The Pen Test Methodology

The Typical Flow of a Pen Test

A pen test remains a manually intensive exercise, thriving
mostly on ndings accrued from previously carried out
assessments. It is generally performed by experienced
resources who have a grip on the domain and technology of
the app in question.
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n

The factsheet is created and then analyzed. It lays out
strengths, limitations, and information pertaining to an asset
or a group of assets, along with a slew of instructions to help
analysts focus on a specic aspect of their assessment
methodology. As the factsheet is prepared based on the
CoEs experience, and not just previous tests, it is also
referred to as a 'strategist's note'.

n

Reconnaissance involves knowing as much as possible about
the application from public sources. It includes studying how
similar apps have fared in terms of vulnerabilities from the
same database. With reconnaissance, the assessment team
led by the strategist, draws up a threat landscape to attach
appropriately identied soft zones of the app.

n

The threat landscape is then further reduced to an attack
surface where the actual assessment will be undertaken.

n

These inputs are carried into the automated and manual
vulnerability assessment scan to look for all the known yet
critical vulnerabilities aficting the system.

n

The attack surface is then modied again, based on the
automatic and manual mode ndings.

n

Then begins the nal chase for suspected vulnerabilities and
relevant cases are exploited to bring the issue to the
forefront, wherever necessary.

n

Finally, a report captures all the preceding points, ndings,
and trends to develop the nal pen testing report.

Building the Pen Testing Team
Contrary to the conventional notion, pen testing is not an
individual exercise. It is best performed by a team of 2–3
people with varying degrees of experience per application,
depending upon its complexity. The team should broadly
comprise of:
n

A Strategist: He is the most experienced hand of the pen
test team who dictates the course of the assessment. The
strategist also consults the back-end CoE and abuse cases
best suited to a specic situation.

n

An Analyst: This executive should be good with Open
Source tools, malicious scripts, and breaching through
validation controls.

n

An Ethical Hacker: This is an optional function. The ethical
hacker plays the ideal foil to the rest in the team in going
after unimaginable leads.
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Drafting the Pen Testing Cost Chart
A pen test is a very difcult assignment to complete. However,
in most cases it is carried out with a deadline in mind. The
advanced mode of pen testing is a continuously evolving
exercise and thrives on run-time correlations made on
emerging vulnerabilities that the team can come up with. The
indicative cost chart for various modes of pen testing with
diverse motives is based on industry experience, however, the
costs do not include commercial licensing fees, and in the
event these are in use they will surely increase the overall cost
depending upon the tool selected.

The Indicative Pen Testing Cost Chart

Conclusion
A pen test should be best considered as an investment and not
merely an expense head. When it is completed within a
comprehensive vulnerability management program, it offers
the promise of fortifying the application better as opposed to a
traditional vulnerability assessment. While pen testing may
seem a daunting exercise with the possibility of delays to
deployment or disruption of data integrity, it does assure a
better tomorrow for the organization. All sensitive applications
should ideally undergo pen testing at least twice a year.
Another important benet accrued from pen testing is that it
gives the organization real experience in dealing with an actual
intrusion. The organization may indeed have all the important
standards, best practices, and policies in place. However, until
they actually have to deal with an attacker, they may not be
certain as to how they should proceed. Pen testing brings in
the state of preparedness for such unforeseen events.
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