HiTech

White Paper

Realizing the Promise of the Internet of Things

About the Author

Ged Roberts
Ged Roberts is the global head for operations and delivery excellence for the High Tech
business unit at Tata Consultancy Services (TCS). Based out of TCS’ Amsterdam office, he
is responsible for ensuring one global service standard across the Hi Tech business unit,
and assuring TCS’ clients an unmatched experience of certainty. With an honours degree
in computer science and more than 30 years of experience in the IT industry, Ged has
worked for a number of international companies prior to joining TCS. In his previous
roles, Ged managed and delivered software services for leading organizations across the
Americas, Europe, and Asia Pacific.

Abstract

Many technology trends remain hype and rarely make it to the realm of our everyday reality.
Internet of Things (IoT) started off as being futuristic, something to be aspired to, but difficult
to apply in the way we live or run businesses. However, today organizations are slowly
uncovering the potential of connected devices and sensors that communicate and interact
with each other. Organizations are discovering ways to generate business value from IoT,
thanks to the proliferation of cloud based services and analytics. The quality of real-time
information from IoT related technologies will take the guesswork out of decision-making.
And yet, despite the myriad opportunities it offers, IoT adoption has been relatively slow till
date. This could be due to the lack of preparedness by businesses with respect to the
infrastructure and processes required to deploy – and realize the full potential of – this
disruptive technology.
In this paper, we address some fundamental issues as enterprises prepare for an IoT-aided
interconnected and self-learning environment. Some key factors that will help realize the full
potential of this technology are also discussed. The paper excludes monetization and
challenges related to data protocols, device interoperability, and enterprise integration,
which are considered as extensions of existing communication technologies, and will be
discussed in a forthcoming paper.
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Introduction
In the hyper-connected world we live in, Internet of Things (IoT) is emerging as the next big thing – a technology
that will change the way we operate, at an organizational as well as individual level. It is well documented that the
IoT has the potential to create significant economic impact as well as create new services, business models, and
ways of living and working. However, despite the promise of the IoT, in a recent hype cycle chart¹, Gartner points
out that IoT is at the ‘peak of inflated expectations’. Furthermore, a report from the Pew Research Centre² casts
doubts on many aspects of this technology. For example, will it really work and offer the benefits that everyone is
talking about? How easy will it be to adopt, and will it be inclusive? Are organizations prepared for the potential
loss of privacy? Relatively poor reception of technologies like Google Glass and other wearable devices, also raises
concerns regarding the real benefit of IoT.
In the following section, we propose a comprehensive approach for deploying an IoT set up while examining the
key areas that merit careful consideration to ensure successful and secure operations, for instance, how enterprises
can securely connect, manage, and control the designated network.

A Four Step Approach for Deploying a Successful IoT
Environment
In order to understand the critical success factors for IoT platforms and devices, it will be beneficial to first take a
look at successful communications between connected devices that are present today. For example, in any
industrial operation that requires the transportation of dangerous products through pipelines, there is a closed
loop system of connected point-to-point devices and telemetric measures. A typical configuration includes a
Supervisory Control and Data Acquisition (SCADA) system connected to Programmable Logic Controllers (PLCs),
which communicate over slow serial communication lines with the telemetry. This helps monitor the flow of the
product through the pipeline and ensures safe delivery of the entire product. If the readings from periodic
measurement cycles go out of alignment, the PLC or the SCADA system executes a corrective action or raises an
alarm to automatically close down the pipeline. Other types of devices, the automatic self-reacting ones, respond
proactively to anomalies without any manual intervention. So, considering the above example in light of such a
device, a pipeline leak will transmit a pressure wave in both directions that automatically triggers the valves and
pumps to shut down.
However, an IoT governed scenario appears to be fundamentally different. While the pipeline in the example above
is closed in communication, the IoT set up will be open. Devices in the pipeline are connected point-to-point, but
IoT devices may communicate with many other devices, some as yet unknown. By leveraging the principles
established in a closed system, we can safely and reliably automate highly complex and dangerous industrial
processes and generate more value from the IoT.

[1] Gartner, “Gartner's 2014 Hype Cycle for Emerging Technologies Maps the Journey to Digital Business” (August 2014), accessed November 30, 2014,
http://www.gartner.com/newsroom/id/2819918
[2] Pew Research, “The Internet of Things Will Thrive by 2025” (May 2014), accessed November 20, 2014, http://www.pewinternet.org/2014/05/14/internet-of-things/
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We propose a four step approach to deploying IoT devices, platforms, and environments.
n

A = Authentication and Authorization

n

B = Behavior

n

C = Correction and Change

n

D = Disable and Disarm

In the following sections, we take a look at each of these steps in detail through examples of an IoT enabled home
network. While simplistic in nature, we believe that if we can successfully and effectively integrate a series of
household components, it becomes relatively easier to apply IoT to the more complex industrial processes and
operations.

Authentication and authorization: Securing the IoT ecosystem
In the closed loop pipeline control system, the purpose of the SCADA system is to act as the central point that
communicates in accordance with a predefined protocol for a pre-determined activity. Similarly, in an IoT
environment, we must first define the purpose and functionality of the IoT device. Then we must determine how to
operate, steer, and read each function as per defined protocols. Consider a smart fridge in the home environment
that may monitor temperature inside and outside the room, temperature of drinks, food quantity, and so on. There
may also be cases where a smart fridge places orders automatically with a supermarket based on monitored data
pertaining to food quantity. In this example, some questions with respect to authentication and authorization,
which need to be addressed, are:
n

Who is talking to the smart fridge – is it a sensor or the owners of a smart phone?

n

How can we establish a secure and valid connection while keeping malicious attacks at bay?

n

What levels of encryption will be used to exchange messages and how will we coordinate these encryption keys
between devices?

Apple’s HomeKit, a framework that communicates with and controls connected accessories in a user’s home,
attempts to address many such issues related to the iPhone and connected smart devices. However, since this
platform is yet to be launched, the question remains as to whether it will achieve its goals or not. Similarly, with
respect to enterprises, groups like the Open Interconnect Consortium, a group consisting of industry leaders such
as Samsung, Intel, and Broadcom, and platforms like IBM’s Adept attempt to address the authentication and
authorization aspect. Going forward, we will need to ensure that machine-to-machine (M2M) communication
between devices has the same levels of authentication and authority checks to truly secure the entire ecosystem.

Behavior: Contextualizing data and the behavior of devices
The behavior of a device can be analyzed both on the device itself, and at some central point – for instance, a smart
phone, or data uploaded in real-time on a cloud-based service. In a pipeline system, this process is relatively
straight forward. If a valve does not open or close within the stipulated time frame or if the temperature exceeds a
certain threshold value, an alarm goes off. This will either trigger human intervention or a controlled reaction to
respond to the situation in a safe manner.
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When considering IoT devices that are continuously communicating with either a centralized system or other
connected devices, the challenge lies in determining if the information received is valid and accurate. In addition to
volume, velocity, and veracity of data, the IoT device and system must be able to understand the context. In a
home environment, visualize the interactions between a car, a smart phone, and the devices at home. Once the car
approaches, the smart phone may send a trigger that automatically opens the garage door, adjusts the heating
inside the house, and reduces the fridge temperature to ensure that eatables are at the preferred temperature.
However, what happens if someone else is already in the room or the garage door is manually opened? It is also
critical to understand how a non-functioning device can impact the chain of events – for example, recognizing the
missing data if the fridge is switched off or is malfunctioning. Understanding these patterns help establish reliable
and predictable performance levels for any device. However, it also requires a certain degree of sophistication that
is currently unavailable.

Correction and change: Staying resilient and relevant
Malware, hacking, and inappropriate usage of data are threats to the adoption of IoT. As devices become
increasingly sophisticated, the need for routine maintenance is on the rise, such as updating software versions,
running virus scans, and installing system protection patches and updates. Can, or rather should, the IoT ecosystem
have the equivalent of weekly patches where all updates and fixes are applied in one go? While we can assume
that the devices will be upgraded over-the-air (OTA), this poses challenges related to synchronization, device-todevice version compatibility, and management control and planning. Upgrades may work well in a centralized
cloud based control system, but as we devolve to autonomous machine-to-machine interactions from disparate
suppliers, synchronization of these components and updates will further complicate the challenges.
Round the clock availability is another critical success factor to consider, especially when we live in a constantly
connected world. Unlike a closed loop pipeline system where we can halt activities for routine maintenance
schedules, IoT systems will need to incorporate higher levels of resilience and default performance capabilities.
However, a distinct lack of standards means that device manufacturers need support for Software Defined Devices
(SDD), and must be prepared to develop and upgrade their functions and protocols continuously. Unintentionally
switching off a device or triggering of an erroneous alarm when an update is applied, complicates the challenges. It
is therefore important to understand the context of these interconnected and interrelated systems.
As more devices get connected, the ability to continuously monitor these connections, and self-analyze and report
actual and derived data within realistic time frames, will increase device stress and impact software performance.
The question is, do we constantly upgrade devices or invest in new equipment? Gartner predicts that the IoT will
include 26 billion installed units by 2020³. Unlike smartphones, it will not be possible or affordable to replace all of
these devices every two years. Deploying new devices implies rebuilding, reconfiguring, and in many cases,
rewriting the underlying software. Hence, alternative ways to address issues pertaining to legacy devices and
functionalities will need to be explored.
An agreed standard of self-describing components may necessitate rebuilding and realignment of the existing
ecosystem to take advantage of the new features and to fully integrate with them. Even in the case of a self[3] Gartner, “Gartner Says the Internet of Things Installed Base Will Grow to 26 Billion Units By 2020” (December 2013), accessed November 30, 2014,
http://www.gartner.com/newsroom/id/2636073
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learning processes, will users be willing to wait for the monitoring application to ‘learn’ the benefits from a new
feature? An alternative option would be for a new device to incorporate a preset list of inputs and expected
outputs, in the form of pre-packaged, structured learning algorithms. This will jump start the device and help the
environment obtain an immediate assessment of its capabilities.

Disabling and disarming devices: Adapting to an evolving ecosystem
Disabling and disarming devices in case of maintenance, abnormal behavior, or replacements, also poses
multidimensional challenges. When all data is aggregated at a centralized level, each device has a point and shoot
type of approach for command responses, ‘disable’ being one of them. In such a scenario, the centralized system
must be able to evaluate the entire ecosystem of devices to make the right decisions and supply continuous control
without the particular device. For example, in the home environment, if a temperature device is disabled, what will
be the default behavior of the fridge? If the window sensors are disabled and the outside temperature increases,
will the software trigger an increase or decrease in refrigeration temperature? When devices are disabled for a
particular reason, the surrounding devices will assume a default behavior ranging from ‘no value' to performance
based on historical data and statistical analysis. This, however, demands more sophisticated devices and software.
Disarming and disabling also comes into play when a device detects a threat. Patterns in past performance can be
used to not only predict outcomes and adapt to a changing environment, but also to monitor abnormal behavior
of a device. Consider a Denial of Service (DoS) attack that may prevent the device from working, or result in
draining the battery in order to run the service down. In such cases, any command issued from a centralized system
may have trouble reaching the affected device. Just like the pipeline system, devices will have to address the
concept of independent fail-safe mechanisms. This means they should be able to detect these unfavorable
conditions automatically, thereby disarming themselves.

Making IoT a Business Reality
There are distinct similarities between the IoT and the SCADA model. Both represent a level of autonomy and
devolved control that is centralized by an overarching supervisory system, whether it is local or cloud-based. It is
important to remember that IoT is not just about data acquisition, but also the supervisory control of the
ecosystem. The IoT presents numerous opportunities to optimize and improve outcomes for enterprises across
industries. From empowering heavy industries to driving digitization, the IoT has enormous capacity to create new
insights, business models, and ways of working. However, enterprises need to first gain the confidence to hand over
control of their business-critical processes to an anonymous cloud-based service running in a remote location.
Maximizing the IoT’s potential in an interconnected world will therefore mean addressing the basic tenets of
integrity, resilience, and security. Partnering with an experienced vendor who can bring deep experience and an indepth understanding of business environments across multiple industries, can help accelerate the adoption of IoT,
thereby delivering the promise it offers.
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